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The FilesAnywhere SOAP API (FAWAPI) provides a simple web services interface to your
FilesAnywhere account. The APl (Application Programming Interface) enables your
FilesAnywhere account to be integrated with applications and web sites using the
standard web services protocol.

SOAP is a simple, XML-based protocol for exchanging messages between a client and
a web service. SOAP is independent of any particular operating system, hardware
platform, programming language or development environment.

The API is freely available for commercial or non-commercial use by anyone having a
FilesAnywhere Account

API Functionality

API functionality can be accessed using any web service enabled development
environment. Using the standards-based SOAP interface designed to work with any
Internet-development toolkit, you can construct web service client applications that can
programmatically:

e Login to your FilesAnywhere account and receive authentication information to
be used for subsequent calls.

e Get a list of all User Volumes available to your account.

e Get a list of all items (files or folders) in any folder in your account.

o Create a new folder.

e Rename or Delete any item.

e Copy or Cut and Paste items from one folder to another.

e Download a file.

e Upload a file.

Logout from your FilesAnywhere account.

Get basic or advance attributes of an item.

Get a thumbnail image on an item.

Send a FileShare link.

Send a FileReceive Link.

Get a list of the contents of a FileShare link.
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API Service Description

For a formal definition, please review the Service Description at:

https://api.filesanywhere.com/v2/fawapi.asmx
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API Operations

The following operations are supported. For a formal definition, please review the Service
Description.

o AccountCreateFree
Allows you to create new free user accounts. You must obtain special permission
from FilesAnywhere to activate this feature. Send an email to
support@filesanywhere.com and we will evaluate your request.

¢ AccountlLogin
Logs you into your FilesAnywhere account

¢ AppendChunk
Append a chunk of bytes to a file. The client must ensure that all messages are in

sequence.

e AppendChunkGZip
Similar to the regular AppendChunk method, except in this method all chunks are
decompressed on the server upon receipt, using the GZIP compression standard.
This speeds up large file transfers significantly by compressing each chunk. The use
of this method requires that you first compress all chunks using the GZIP standard.
(Note: if you are using .NET, this compression method is available as the
'GZipStream’ class library)

o C(ClientGetAddInVersion
Returns the latest version of the Client Office Add-in

o (ClientGetUploadPath
Returns the upload path to which client applications will upload files.

¢ ConvertDocToPDF
Convert document file into PDF file.

e ConvertDocToPDFStatus
Get the status for Document to PDF conversion.

o ConvertimageToPDF
Convert Images into a PDF file.

e Copyltems
Copies items to the clipboard for pasting

o CreateFolder
Creates a new folder
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e Cutltems
Cuts items and moves it to the clipboard for pasting

e Deleteltems
Deletes Items

o DownloadFile
Provides a URL from which a file can be downloaded

o FaxGetDefaults
This function returns the defaults that were saved from your last fax sent.

¢ FaxSend
This function sends a fax using the proprietary FilesAnywhere Web Fax Service.

o GetFaxStatus
This function returns the status of sent fax.

o FileShareAppendComment
Allows users of the FileShare link to append comments to a file.

o FileShareDownloadFiles
This method allows you to download one or more files or folders from a FileShare
link.

¢ FileShareGetHeaderlnfo
This method retrieves the header information for a FileShare link.

o FileShareGetltems
This method retrieves a list of files and folders for a given path in a FileShare link.

o FileSharelndexeditemProperties
(Same as IndexedltemProperties except uses FSToken instead of Token)

o FileShareltemimage
(Same as IltemIimage except uses FSToken instead of Token)

¢ FileShareltemThumbnail
(Same as ltemThumbnail except uses FSToken instead of Token)

o FileShareRequestDocIndexing
(Same as RequestDoclndexing except uses FSToken instead of Token)

e GetClientApplinfo
Returns the latest info (version, download url etc.) about a client app
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o GetDropBoxDefaults
Returns the preferred FileReceive Link settings.

o GetELinkDefaults
Returns the preferred file share settings.

¢ GroupShareAdd
Create a new GroupShare: shares a folder from the active session user account to a
different user.

o GetUserParam
This function returns the userparam for the provided token.

¢ IndexeditemProperties
This function indicates if the referenced file is page-indexed, for viewing in the
Online Viewer. If the file is indexed, the function returns a value of 1 along with the
number of indexed pages. This function can be used to check the status of a file
that has been queued for indexing.

¢ ltemAdvancedProperties
Displays advance attributes of a folder or file. This includes comments, keyword
metatags, and the Version Control status if Version Control is enabled.

¢ ltemCommentAdd
Add the comment of a file/folder.

¢ ltemCommentRemove
Remove the comment of a file/folder.

¢ ltemCommentUpdate
Update the comment of a file/folder.

¢ ltemCommentsList
Get the Comments list of a file/folder.

¢ ltemCommentsWithThumbnail
Get the Comments list of a file/folder, including the profile image of the
commenter.

¢ [temDescription
Allows users to get the Description of a file/folder.

¢ [ltemDescriptionAdd
Add the Description of a file/folder.
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o [temimage
Displays an image of the referenced page within the referenced file. This function
only returns an image if the file is done indexing.

¢ [temProperties
Displays basic file properties. This includes the complete folder path, the file size,
and last updated date.

¢ ltemThumbnail
Displays a thumbnail for the item. For image files and documents indexed for the
Online Viewer, the thumbnail will be a small picture of the first page of the file. For
folders, a folder icon is returned.

¢ Logout
Logs you out from your FilesAnywhere account

o Paste
Pastes items in the clipboard into the specified path

¢ Renameltem
Renames an ltem

¢ RequestDocindexing
Sends the system a request to index the referenced file. The system processes
these requests in a queue. Once the document pages are indexed for viewing, the
ItemIimage function may be called to return the page image(s) in the file.

e SendDropboxLink
This operation is similar to the SendltemsELinkWithDefaults operation. This produces a
web URL that anyone, even non-members, can use to upload files to a designated folder
in a user account. An email is sent by the system containing an encrypted web link,
which when activated by recipients, will prompt them to upload any files to the
specified folder, according to the parameters (options) given when calling the function.
If the 'RecipientsEmailAddresses' element is equal to the value '"GENERALLINK', the
function will return the FileReceive URL Link without sending an email. This link can be
used directly from any location, and the link behaves exactly like the way it does when
sent in an email.

¢ SenditemsELinkWithDefaults
This operation is similar to the SendDropboxLink operation, except that it uses the
defaults stored in the user profile. It shares files/folders securely with anyone, even
non-members, using a web URL link. An email is sent by the system containing an
encrypted web link, which when activated by recipients, will prompt them to
download the shared files or folders or view files online, according to the
parameters (options) given when calling the function. If the
'RecipientsEmailAddresses' element is equal to the value 'GENERALLINK', the
function will return the FileShare URL Link without sending an email. This link can
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be used directly from any location, and the link behaves exactly like the way it does
when sent in an email.

o UploadFile
This operation lets you upload a file

¢ UserAdd
This operation lets the Private Site Administrator add a new User.

o ViewFile
This provides a temporary URL from which a file can be view.

For each operation, client applications must submit a synchronous request to the
FAWAPI web service, wait for the web service’s response and then process the results.
All requests must be secured via SSL. For detailed information about supported web
service operations, see the Service Description at:

https://api.filesanywhere.com/v2/fawapi.asmx
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Standards Compliance

The API is compliant with the following specifications:

Standard URL

Simple Object Access Protocol (SOAP) | http://www.w3.org/TR/2000/NOTE-

1.1 SOAP-20000508/

Web Service Description Language | http://www.w3.org/TR/2001/NOTE-

(WSDL) 1.1 wsdl-20010315

WS-I Basic Profile 1.1 http://www.ws-
i.org/Profiles/BasicProfile-1.1-2004-08-
24.html

Page 35 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com


http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
http://www.w3.org/TR/2001/NOTE-wsdl-20010315
http://www.w3.org/TR/2001/NOTE-wsdl-20010315
http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html
http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html
http://www.ws-i.org/Profiles/BasicProfile-1.1-2004-08-24.html

FilesAnywhere

This section helps you in getting started with using the APL. It tells you what you need in
order to start using the API in your development environment. It includes the following
steps:

Sign up for a FilesAnywhere account.

Enable API access in your FilesAnywhere account.
Obtain a Developer API Key.

Obtain web service WSDL.

Import the WSDL file into your development platform.
Study the sample web application.

Important Information

Enable API access in your FilesAnywhere account

Using your web browser, log in to your FilesAnywhere account and enable the API
access in your profile.

Obtain a Developer APl Key

Using your web browser, log in to your FilesAnywhere account and click on the “Tools”
tab in the toolbar on the top. Then click on the “Developer APl Key” link.
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Obtain the web service WSDL

The WSDL file is available at https://api.filesanywhere.com/v2/fawapi.asmx?WSDL

To access the FilesAnywhere APl web service, you need a Web Service Description
Language (WSDL) file. WSDL files are used to communicate interface information
between web service producers and consumers. A WSDL description allows a client to
utilize a web service’s capabilities without knowledge of the implementation details of
the web service.

A WSDL file contains all of the information necessary for a client to invoke the methods
of a web service:

e The data types used as method parameters or return values

e The individual methods names and signatures (WSDL refers to methods as
operations)

e The protocols and message formats allowed for each method
e The URLs used to access the web service

Your development platform uses this WSDL to generate an APl to access the
FilesAnywhere APl Web service it defines.

For more information about WSDL, see http://www.w3.org/TR/wsdl
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Import the WSDL file into your development platform

You need to import the WSDL file into your development platform so that your
development environment can generate the necessary objects for use in building client
web service applications in that environment.

Here we provide you sample instructions for Microsoft Visual Studio. For instructions
about other development platforms, see your platform’s product documentation.

In order to use the API in Visual Studio, you must first generate a proxy class for the
web service from the WSDL file.

To access the FilesAnywhere APl web service from Visual Studio managed code you
must:

e Add a web reference for the FAWAPI web service. The web reference creates a
proxy class with methods that serve as proxies for each exposed method of the
FAWAPI web service.

e Add the namespace for the web reference.

e Create an instance of the proxy class and then access the methods of the class.

To add a web reference:
e First open an existing application or create a new application.

e In the Solution Explorer, right-click on your project and select Add Web
Reference.

¢ In the URL text box of the Add Web Reference dialog box, type in the URL of the
FAWAPI web service or of the saved WSDL file i.e.:

o https://api.filesanywhere.com/v2/fawapi.asmx

or

o file:///c:\fawapiWSDL\fawapi.wsdl

e Click the GO button to retrieve information about the FAWAPI web service.

e In the Web Reference name text box, type in the namespace you will be using
for this web reference.

e Click Add Reference to add a web reference for the FAWAPI web service. For
more information, see the topic “Adding and Removing Web References” in the
Visual Studio documentation.
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e Visual Studio retrieves the service description and generates a proxy class for
the FAWAPI web service to be used by your application.

Sample Code in This Document

The sample code for each specific function is found under each function reference in
this document, for SOAP 1.1, SOAP 1.2 and Visual Basic .Net code.

Additional Sample Web Application Code

The sample code is available that will demonstrate how the API functions are used in a
real-world, working web application.

The API was used exclusively in the development of these entire applications:

https://m.filesanywhere.com
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Try the Mobile Interface using any browser on any computer. The Outlook Add-in and
FA Desktop for Mac runtime applications are available from our downloads page.

The sample code used in the creation of these apps can be sent to you upon request.
Please email your request for sample code to support@filesanywhere.com

Important Information About Calling WebMethods

All parameters of methods are required. If you do not have value for some parameters
then please pass String.empty (') for String values and for number value pass 0 (zero)
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instead of ignoring them in the APl method call. Omitting any parameter will not give a
desirable result.

Introducing the FilesAnywhere Digitally
Sighed API

Digitally signed API Service Description

For a formal definition, please review the Service Description at:

https://apicert.filesanywhere.com/v2/fawapi.asmx

Supported Operations

It supports all operations which are already supported by FilesAnywhere API

Let’s Get Started!

This section helps you in getting started with using the digitally sighed API. It tells you
what you need in order to start using the digitally signed API in your development
environment. It includes the following steps:

Prerequisites

Please refer support article https://support.filesanywhere.com/hc/en-
us/articles/115003773592 to know more about prerequisites required to use the digitally
sighed API in your APl consumer application.

Note: Below sample code is given in the context of using GetAPIURL APl method. You may
modify the sample code to use any other supported APl mehod
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Important Note: Sample code is using Web Services Enhancements (WSE) 3.0 for
Microsoft .NET. Please download and install the runtime from
https://www.microsoft.com/en-us/download/details.aspx?id=14089 on your
development environment. Also make sure that your APl consumer applicaton is WSE
3.0 enabled; follow steps mentioned in article https://msdn.microsoft.com/en-
us/library/aa528776.aspx

Sample VB.Net Code

Imports System

Imports Microsoft.Web.Services3

Imports Microsoft.Web.Services3.Design

Imports Microsoft.Web.Services3.Security

Imports Microsoft.Web.Services3.Security.Tokens
Imports System.Security.Cryptography.X509Certificates
Imports System.ldentityModel.Selectors

Public Class APICaller
Private Sub GetAPIURL(ByVal sClientID As String, ByVal objClientCertificate As X509Certificate2, ByVal sAPIKey As
String)
Try
Dim objProxy As WebReference.FAWAPIv2Wse = New WebReference.FAWAPIv2Wse
'Create policy
Dim objClientCertificatePolicyAssertion As ClientCertificatePolicyAssertion = New
ClientCertificatePolicyAssertion(sClientlD, objClientCertificate)
Dim objPolicy As Policy = New Policy
objPolicy.Assertions.Add(objClientCertificatePolicyAssertion)
" Add policy to web service proxy
objProxy.SetPolicy(objPolicy)
' Call web method
Dim sResult = objProxy.GetAPIURL(sAPIKey, sClientID)
If (sResult.ErrorMessage <> String.Empty) Then
Console.WriteLine(sResult.ErrorMessage)
Return
End If
Console.WriteLine(sResult.APIURL)
Catch ex As Exception
Console.WriteLine(ex.Message)
End Try
End Sub
End Class
Public Class ClientCertificatePolicyAssertion
Inherits SecurityPolicyAssertion
Public ClientID As String
Public ClientCertificate As X509Certificate2

Public Sub New(ByVal sClientID As String, ByVal objClientCertificate As X509Certificate2)
MyBase.New()
Me.ClientID = sClientID
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Me.ClientCertificate = objClientCertificate
End Sub

Public Overrides Function CreateClientinputFilter(ByVal objFilterCreationContext As FilterCreationContext) As
SoapfFilter
Return New ClientReceiveSecurityFilter(Me)
End Function

Public Overrides Function CreateClientOutputFilter(ByVal objFilterCreationContext As FilterCreationContext) As
SoapfFilter
Return New ClientSendSecurityFilter(Me)
End Function

Public Overrides Function CreateServicelnputFilter(ByVal objFilterCreationContext As FilterCreationContext) As
SoapFilter
Return Nothing
End Function

Public Overrides Function CreateServiceOutputFilter(ByVal objFilterCreationContext As FilterCreationContext) As
SoapFilter
Return Nothing
End Function
End Class
Public Class ClientSendSecurityFilter
Inherits SendSecurityFilter
Private objClientCertificatePolicyAssertion As ClientCertificatePolicyAssertion = Nothing
Public Sub New(ByVal objClientCertificatePolicyAssertion As ClientCertificatePolicyAssertion)
MyBase.New(Me.objClientCertificatePolicyAssertion.ServiceActor, True)
Me.objClientCertificatePolicyAssertion = Me.objClientCertificatePolicyAssertion
End Sub

Public Overrides Sub SecureMessage(ByVal objSoapEnvelope As SoapEnvelope, ByVal objSecurity As Security)
'Add ClientID in SOAP Body as Messageldentifier
Dim objMessagelndentifierParam = objSoapEnvelope.CreateElement("Messageldentifier")
objMessagelndentifierParam.lnnerXml = String.Format("<{0}>{1}</{0}>", "ClientID",
Me.objClientCertificatePolicyAssertion.ClientID)
objSoapEnvelope.Body.PrependChild(objMessagelndentifierParam)
If (Not (Me.objClientCertificatePolicyAssertion.ClientCertificate) Is Nothing) Then
Dim objX509SecurityToken As X509SecurityToken = New
X509SecurityToken(Me.objClientCertificatePolicyAssertion.ClientCertificate)
If (objX509SecurityToken Is Nothing) Then
Throw New SecurityFault("Message requirements could not be satisfied. Couldn't generate security token
using given client certificate.")
End If

' Add the X.509 certificate to the header.
objSecurity.Tokens.Add(objX509SecurityToken)
' Specify that the SOAP message is signed using this X.509 certifcate.
Dim objMessageSignature As MessageSignature = New MessageSignature(objX509SecurityToken)
objSecurity.Elements.Add(objMessageSignature)
End If
End Sub
End Class
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Class ClientReceiveSecurityFilter
Inherits ReceiveSecurityFilter
Private objServerSecurityToken As SecurityToken = Nothing
Private objServerMessageSignature As MessageSignature = Nothing

Public Sub New(ByVal parentAssertion As ClientCertificatePolicyAssertion)
MyBase.New(parentAssertion.ServiceActor, True)
End Sub

Public Overrides Sub ValidateMessageSecurity(ByVal envelope As SoapEnvelope, ByVal security As Security)
If (Not (security) Is Nothing) Then
' Make sure the message was signed with the server's security token.
For Each element As ISecurityElement In security.Elements
If (TypeOf element Is MessageSignature) Then
Me.objServerMessageSignature = CType(element, MessageSignature)
Me.objServerSecurityToken = Me.objServerMessageSignature.SigningToken
End If
Next
If (Not (Me.objServerSecurityToken) Is Nothing) Then
' The given context contains a Signature element.
Me.objServerMessageSignature = CType(Me.objServerMessageSignature, MessageSignature)
If Me.CheckSignature(envelope, security, Me.objServerMessageSignature) Then
' The SOAP message is signed.
If (TypeOf Me.objServerMessageSignature.SigningToken Is X509SecurityToken) Then
' The SOAP message is signed with a X509SecurityToken
Me.AuthenticateToken(CType(Me.objServerMessageSignature.SigningToken, X509SecurityToken))
End If
End If
End If
End If
End Sub

Private Function CheckSignature(ByVal envelope As SoapEnvelope, ByVal security As Security, ByVal signature As
MessageSignature) As Boolean
" Now verify which parts of the message were actually signed.
Dim actualOptions As SignatureOptions = signature.SignatureOptions
Dim expectedOptions As SignatureOptions = SignatureOptions.IncludeSoapBody
If ((Not (security) Is Nothing) _
AndAlso (Not (security.Timestamp) Is Nothing)) Then

expectedOptions = (expectedOptions Or SignatureOptions.IncludeTimestamp)

End If

' The <Action> and <To> are required addressing elements.
expectedOptions = (expectedOptions Or SignatureOptions.IncludeAction)
expectedOptions = (expectedOptions Or SignatureOptions.IncludeTo)
If ((Not (envelope.Context.Addressing.FaultTo) Is Nothing) _
AndAlso (Not (envelope.Context.Addressing.FaultTo.TargetElement) Is Nothing)) Then
expectedOptions = (expectedOptions Or SignatureOptions.IncludeFaultTo)
End If

If ((Not (envelope.Context.Addressing.From) Is Nothing) _
AndAlso (Not (envelope.Context.Addressing.From.TargetElement) Is Nothing)) Then
expectedOptions = (expectedOptions Or SignatureOptions.IncludeFrom)
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End If

If ((Not (envelope.Context.Addressing.MessagelD) Is Nothing) _
AndAlso (Not (envelope.Context.Addressing.MessagelD.TargetElement) Is Nothing)) Then
expectedOptions = (expectedOptions Or SignatureOptions.IncludeMessageld)
End If

If ((Not (envelope.Context.Addressing.RelatesTo) Is Nothing) _
AndAlso (Not (envelope.Context.Addressing.RelatesTo.TargetElement) Is Nothing)) Then
expectedOptions = (expectedOptions Or SignatureOptions.IncludeRelatesTo)
End If

If ((Not (envelope.Context.Addressing.ReplyTo) Is Nothing) _
AndAlso (Not (envelope.Context.Addressing.ReplyTo.TargetElement) Is Nothing)) Then
expectedOptions = (expectedOptions Or SignatureOptions.IncludeReplyTo)
End If

' Check if the all the expected options are the present.
Return ((expectedOptions And actualOptions) _
= expectedOptions)
End Function

Private Sub AuthenticateToken(ByVal token As X509SecurityToken)

If (token Is Nothing) Then

Throw New SecurityFault("Response message does not meet security requirements. Response message is not
signed by server.")

Else
'Add your custom logic to verify the server certificate here and throw errors appropriately
'Following is sample code to verify the server certificate used in signing the response
ClientReceiveSecurityFilter.ValidateServerCertificate(token.Certificate)

End If

End Sub

Public Shared Function ValidateServerCertificate(ByVal objX509Certificate2 As X509Certificate2) As Boolean
If (objX509Certificate2 Is Nothing) Then
Throw New SecurityFault("Response message does not meet security requirements. Response message is not

signed by server.")
End If

Dim dtCurrentDate As DateTime = DateTime.Now
Dim bValid As Boolean = (objX509Certificate2.Verify _
AndAlso ((dtCurrentDate <= objX509Certificate2.NotAfter.AddMinutes(5)) _
AndAlso (dtCurrentDate >= objX509Certificate2.NotBefore.AddMinutes(-5))))
If Not bValid Then
Throw New SecurityFault("Message requirements could not be satisfied. Invalid server certificate.")
End If

Dim objX509CertificateValidator As X509CertificateValidator = X509CertificateValidator.ChainTrust
Try

objX509CertificateValidator.Validate(objX509Certificate2)
Catch ex As Exception

Throw New SecurityFault(ex.Message)
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End Try

'Throw error if invalid certificate is used while signing or certificate is expired
If objX509Certificate2.Subject <> "<FilesAnywhere Server Certificate Subject Name>" OrElse
String.IsNullOrEmpty(objX509Certificate2.Thumbprint) OrElse
(Not String.IsNullOrEmpty(objX509Certificate2. Thumbprint) AndAlso Not
objX509Certificate2.Thumbprint.Equals("<FilesAnywhere Server Certificate Thumbprint >",
StringComparison.OrdinallgnoreCase)) Then
Throw New SecurityFault("Message requirements could not be satisfied. Invalid server certificate.")
End If
Return True
End Function

End Class

Sample C#.Net Code

using System;

using Microsoft.Web.Services3;

using Microsoft.Web.Services3.Design;

using Microsoft.Web.Services3.Security;

using Microsoft.Web.Services3.Security.Tokens;
using System.Security.Cryptography.X509Certificates;
using System.ldentityModel.Selectors;

public class APICaller

{
private void GetAPIURL(string sClientID, X509Certificate2 objClientCertificate, string sAPIKey)

{

try

{
WebReference.FAWAPIV2Wse objProxy = new WebReference.FAWAPIV2Wse();
//Create policy
ClientCertificatePolicyAssertion objClientCertificatePolicyAssertion = new

ClientCertificatePolicyAssertion(sClientID, objClientCertificate);

Policy objPolicy = new Policy();
objPolicy.Assertions.Add(objClientCertificatePolicyAssertion);

// Add policy to web service proxy
objProxy.SetPolicy(objPolicy);

// Call web method
var sResult = objProxy.GetAPIURL(sAPIKey, sClientID);
if (sResult.ErrorMessage != string.Empty)
{
Console.WriteLine(sResult.ErrorMessage);
return;
}
Console.WriteLine(sResult.APIURL);
}
catch (Exception ex)

{

Console.WriteLine(ex.Message);
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}
}
}

public class ClientCertificatePolicyAssertion : SecurityPolicyAssertion

{
public string ClientID;
public X509Certificate2 ClientCertificate;
public ClientCertificatePolicyAssertion(string sClientID, X509Certificate2 objClientCertificate)
{
this.ClientID = sClientID;
this.ClientCertificate = objClientCertificate;

}

public override SoapFilter CreateClientInputFilter(FilterCreationContext objFilterCreationContext)

{

return new ClientReceiveSecurityFilter(this);

}

public override SoapFilter CreateClientOutputFilter(FilterCreationContext objFilterCreationContext)

{

return new ClientSendSecurityFilter(this);

}

public override SoapFilter CreateServicelnputFilter(FilterCreationContext objFilterCreationContext)

{

return null;

}

public override SoapFilter CreateServiceOutputFilter(FilterCreationContext objFilterCreationContext)
{
return null;
}
}

public class ClientSendSecurityFilter : SendSecurityFilter

{

private ClientCertificatePolicyAssertion objClientCertificatePolicyAssertion = null;

public ClientSendSecurityFilter(ClientCertificatePolicyAssertion objClientCertificatePolicyAssertion)
: base(objClientCertificatePolicyAssertion.ServiceActor, true)
{

this.objClientCertificatePolicyAssertion = objClientCertificatePolicyAssertion;

}

public override void SecureMessage(SoapEnvelope objSoapEnvelope, Security objSecurity)
{
//Add ClientID in SOAP Body as Messageldentifier
var objMessagelndentifierParam = objSoapEnvelope.CreateElement("Messageldentifier");
objMessagelndentifierParam.lnnerXml = string.Format("<{0}>{1}</{0}>", "ClientID",
objClientCertificatePolicyAssertion.ClientID);
objSoapEnvelope.Body.PrependChild(objMessagelndentifierParam);
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if (objClientCertificatePolicyAssertion.ClientCertificate != null)
{
X509SecurityToken objX509SecurityToken = new
X509SecurityToken(objClientCertificatePolicyAssertion.ClientCertificate);
if (objX509SecurityToken == null)
{

throw new SecurityFault("Message requirements could not be satisfied. Couldn't generate security token
using given client certificate.");

}

// Add the X.509 certificate to the header.
objSecurity.Tokens.Add(objX509SecurityToken);

// Specify that the SOAP message is signed using this X.509
// certifcate.
MessageSignature objMessageSignature = new MessageSignature(objX509SecurityToken);
objSecurity.Elements.Add(objMessageSignature);
}
}
}

class ClientReceiveSecurityFilter : ReceiveSecurityFilter
{
SecurityToken objServerSecurityToken = null;
MessageSignature objServerMessageSignature = null;
public ClientReceiveSecurityFilter(ClientCertificatePolicyAssertion parentAssertion)
: base(parentAssertion.ServiceActor, true)

{
}

public override void ValidateMessageSecurity(SoapEnvelope envelope, Security security)

{
if (security != null)
{
// Make sure the message was signed with the server's security token.
foreach (ISecurityElement element in security.Elements)
{
if (element is MessageSignature)
{
objServerMessageSignature = (MessageSignature)element;
objServerSecurityToken = objServerMessageSignature.SigningToken;

}
}

if (objServerSecurityToken != null)
{
// The given context contains a Signature element.
objServerMessageSignature = objServerMessageSignature as MessageSignature;

if (CheckSignature(envelope, security, objServerMessageSignature))

{
// The SOAP message is sighed.
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if (objServerMessageSignature.SigningToken is X509SecurityToken)

{
// The SOAP message is signed with a X509SecurityToken
AuthenticateToken(objServerMessageSignature.SigningToken as X509SecurityToken);

private bool CheckSignature(SoapEnvelope envelope, Security security, MessageSignature signature)
{

/!

// Now verify which parts of the message were actually signed.

/!

SignatureOptions actualOptions = signature.SignatureOptions;

SignatureOptions expectedOptions = SignatureOptions.IncludeSoapBody;

if (security != null && security.Timestamp != null)
expectedOptions |= SignatureOptions.IncludeTimestamp;

//

// The &lt;Action> and &It;To> are required addressing elements.
//

expectedOptions |= SignatureOptions.IncludeAction;
expectedOptions |= SignatureOptions.IncludeTo;

if (envelope.Context.Addressing.FaultTo != null &&
envelope.Context.Addressing.FaultTo.TargetElement != null)
expectedOptions |= SignatureOptions.IncludeFaultTo;

if (envelope.Context.Addressing.From != null &&
envelope.Context.Addressing.From.TargetElement != null)
expectedOptions |= SignatureOptions.IncludeFrom;

if (envelope.Context.Addressing.MessagelD != null &&
envelope.Context.Addressing.MessagelD.TargetElement != null)
expectedOptions |= SignatureOptions.IncludeMessageld;

if (envelope.Context.Addressing.RelatesTo != null &&
envelope.Context.Addressing.RelatesTo.TargetElement != null)
expectedOptions |= SignatureOptions.IncludeRelatesTo;

if (envelope.Context.Addressing.ReplyTo != null &&
envelope.Context.Addressing.ReplyTo.TargetElement != null)
expectedOptions |= SignatureOptions.IncludeReplyTo;
//
// Check if the all the expected options are the present.
//
return ((expectedOptions & actualOptions) == expectedOptions);
}
private void AuthenticateToken(X509SecurityToken token)
{
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if (token == null)
{
throw new SecurityFault("Response message does not meet security requirements. Response message is
not signed by server.");
}
else
{
//Add your custom logic to verify the server certificate here and throw errors appropriately
//Following is sample code to verify the server certificate used in signing the response
ValidateServerCertificate(token.Certificate);
}
}
public static bool ValidateServerCertificate(X509Certificate2 objX509Certificate2)
{
if (objX509Certificate2 == null)
{
throw new SecurityFault("Response message does not meet security requirements. Response message is
not signed by server.");
}
DateTime dtCurrentDate = DateTime.Now;
bool bValid = objX509Certificate2.Verify() && dtCurrentDate <= objX509Certificate2.NotAfter.AddMinutes(5)
&& dtCurrentDate >= objX509Certificate2.NotBefore.AddMinutes(-5);
if (!bValid)
{

throw new SecurityFault("Message requirements could not be satisfied. Invalid server certificate.");

}

X509CertificateValidator objX509CertificateValidator = X509CertificateValidator.ChainTrust;
try
{
objX509CertificateValidator.Validate(objX509Certificate2);
}
catch (Exception ex)
{
throw new SecurityFault(ex.Message);

}

//Throw error if invalid certificate is used while signing or certificate is expired
if (objX509Certificate2.Subject != "<FilesAnywhere Server Certificate Subject Name>" | |
String.IsNullOrEmpty(objX509Certificate2. Thumbprint) | |
(!String.IsNullOrEmpty(objX509Certificate2. Thumbprint) &&
lobjX509Certificate2. Thumbprint.Equals"<FilesAnywhere Server Certificate Thumbprint >",
StringComparison.OrdinallgnoreCase)))
{
throw new SecurityFault("Message requirements could not be satisfied. Invalid server certificate.");
}

return true;

}
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This method is available to FA partners, used to create new free (web basic) accounts.
Note: Method is not applicable for on- premise clients.

You will need to obtain permission first from FilesAnywhere to activate this feature.
Please email support@filesanywhere.com and we will evaluate your request.

Syntax

AccountCreateFreeResult = AccountCreateFree (API_KEY, EmailAddress, UserName,
Password)

Usage

Use the AccountCreateFree method to create new free (web basic) accounts. You
supply your FilesAnywhere APIKey, the email address of the hew account user, optional
username (email address will be used if left blank), optional password (if left blank an
email with a temporary password will be sent to the new user).

The following parameters are needed to make the AccountCreateFree call:

o APIKey (A Developer APl Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key)

o EmailAddress (This is the email address of the new user you are creating).
e Username (This is the username of the new account you are creating). If this is
left blank then EmailAddress will be attempted as the Username. Then if the

EmailAddress is too long then you will get an error.

e Password (This is the password of the new user you are creating) If this is left
blank, then the user will get an email with a temporary password sent to them.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/AccountCreateFree"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<AccountCreateFree xmlns="http://api.filesanywhere.com/">
<API_KEY>string</API KEY>
<EmailAddress>string</EmailAddress>
<UserName>string</UserName>
<Password>string</Password>
</AccountCreateFree>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<AccountCreateFreeResponse xmlns="http://api.filesanywhere.com/">
<AccountCreateFreeResult>
<ErrorMessage>string</ErrorMessage>
<Result>string</Result>
</AccountCreateFreeResult>
</AccountCreateFreeResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<AccountCreateFree xmlns="http://api.filesanywhere.com/">
<API KEY>string</API KEY>
<EmailAddress>string</EmailAddress>
<UserName>string</UserName>
<Password>string</Password>
</AccountCreateFree>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<AccountCreateFreeResponse xmlns="http://api.filesanywhere.com/">
<AccountCreateFreeResult>
<ErrorMessage>string</ErrorMessage>
<Result>string</Result>
</AccountCreateFreeResult>
</AccountCreateFreeResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub AccountCreateFree ()
Dim FAWAPI As New WebReference.FAWAPI
Dim AccountCreateFreeResult As New WebReference.AccountCreateFreeResult
AccountCreateFreeResult =
FAWAPI.AccountCreateFree (ApiKey,EmailAddress, Username, Password)

If AccountCreateFreeResult.ErrorMessage <> "" Then
Msgbox AccountCreateFreeResult.ErrorMessage
End If

AccountCreateFree = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

ApiKey String Yes A Developer API Key. The “Getting Started” section
describes how to obtain a Developer API Key

EmailAddress String Yes EmailAddress of the user being created.

Username String No Username of the user being created. If this is left

blank the email address will be attempted. If this is
too long (>20 characters) then an error will occur.

Password String No Password of account being created. If this is left
blank an email with a temporary password will be
sent to the new user.
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Response

AccountCreateFreeResult

AccountCreateFreeResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the AccountCreateFreeResult
method was executed. If the
AccountCreateFreeResult call
was successful, the
ErrorMessage is blank

Result String Returns "success" as Result if
AccountCreateFree call was a
success
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AccountLogin

This method logs you into your FilesAnywhere account and starts an API session. It
returns back a Token ID which must be used for subsequent API calls.

Syntax

LoginResult = AccountLogin(APlkey, OrgID, UserName, Password, AllowedIPList,
ClientEncryptParam)

Usage

Use the AccountLogin call to login to your FilesAnywhere account and start a client API
session. A client application must first log in and obtain a Token ID before making other
API calls.

The following parameters are needed to make the AccountLogin call:

o APIKey (A Developer API Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key).

o OrgID (Client ID). The OrgID can have the following values:
O O for a FilesAnywhere Web account.
o 50 for a FilesAnywhere WebAdvanced account.

o The Private Site Client ID for a FilesAnywhere Private Site.

o UserName (FilesAnywhere UserName). This is the FilesAnywhere username
using with the user logs in to his FilesAnywhere account.

e Password (FilesAnywhere Password). This is the user’s FilesAnywhere account
password

o AllowedIPList (List of allowed IPs). This parameter is optional. It is a comma-
separated list of IPs that may be allowed to make subsequent API calls with the
same Token ID which was passed back in this AccountLogin call.

e (ClientEncryptParam (An optional parameter that can be used to get back an
encrypted password which can be used for subsequent logins).

o If no password encryption is desired, the parameter should be passed as
blank.

Page 56 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

o If the string “ENCRYPTEDNO” is passed as the value of this parameter,
the LoginResult returns back an encrypted password. This encrypted
password can be used in subsequent logins using the AccountLogin API
method.

O When an encrypted password (returned back as explained above) is used
to login using the AccountLogin method, the value of this parameter
should be passed as “ENCRYPTEDYES”.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/AccountLogin"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<AccountLogin xmIns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<OrgID>long</0rgID>
<UserName>string</UserName>
<Password>string</Password>
<AllowedIPList>string</AllowedIPList>
<ClientEncryptParam>string</ClientEncryptParam>
</AccountLogin>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<AccountLoginResponse xmIns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</AccountLoginResponse>
</soap:Body>
</soap:Envelope>

Page 58 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<AccountLogin xmIns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<OrgID>long</0rgID>
<UserName>string</UserName>
<Password>string</Password>
<AllowedIPList>string</AllowedIPList>
<ClientEncryptParam>string</ClientEncryptParam>
</AccountLogin>
</soap12:Body>
</soap12:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<AccountLoginResponse xmIns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</AccountLoginResponse>
</soap12:Body>
</soap12:Envelope>
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Sample Visual Basic.Net Code

Private Sub AccountLogin ()
Dim FAWAPI As New WebReference.FAWAPI
Dim LoginResult As New WebReference.LoginResult

LoginResult = FAWAPI.AccountLogin (APIKey, OrgID, UserName,
Password,

AllowedIPList, ClientEncryptParam)

If LoginResult.ErrorMessage <> "" Then
Msgbox LoginResult.ErrorMessage

Else
Dim Token As String = LoginResult.Token

End If

LoginResult = Nothing

FAWAPI = Nothing

End Sub

Sample Visual Basic.Net Code For User with UNKNOWN OrgID

NOTE: Use this sample when you are developing an application that can be used by any
type of FilesAnywhere user: Web Basic, WebAdvanced, or Private Site accounts.

Overview of User Types

Web Basic Accounts: These users have basic file storage features. Web Basic accounts
are created and login at www.filesanywhere.com.

WebAdvanced Accounts: These users have the basic features plus have advanced
features including FTP, SFTP, WebDAV, Backup, and Sync. These WebAdvanced
accounts are created and login at https://backup.filesanywhere.com.

Private Site Accounts: These users are created by the Administrators of Private Sites
(and Dedicated Servers). These sites are private labeled and have their own specific
web address for login. Administrators of each site are responsible for creating the
users. Private Site users who wish to use an application developed using the API will
need to precede their LoginID with the Client ID assighed to their site (ex:
“999:username”), and your login process will need to detect this (unless your
application is written specifically to make this choice for users of a known Private Site,
in the case where the application you are developing is for a specific Private Site).
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Recommended Login Method for Unknown User Type (“any” user):

The sample code below shows the logic that is recommended to automatically detect
these three possible user types - useful for apps that are available to the public.

First, try to log the user in with OrgID=0 for WebBasic. If that login fails, have a
condition to check the login using OrgID=50 for WebAdvanced users.

You may also look for a leading Client ID for Private Site users (branded FA sites).

Private Sub AccountLogin ()

Dim OrgID As Integer

Dim StrOrgID As String = ""

Dim Position As Integer

Dim PrivateSiteLogin As Boolean = False

Dim UserName As String = Trim(UCase (txtUserName.Text))

-- code added to allow private sites to login
-- private sites can enter orgID:Username (e.g. 105:username)
Position = InStr (UserName, ":")
If Position > 1 Then '-- must have at least one character before the
StrOrgID = Trim(Left (UserName, Position - 1))
If IsNumeric (StrOrgID) Then
OrgID = CInt (StrOrglID)
UserName = Trim (Mid (UserName, Position + 1))
PrivateSitelogin = True
wsLoginResult = wsFAWAPI.Login (OrgID, UserName, txtPassword.Text,
AllowedIPList, Nothing)
End If
End If

v

If Not PrivateSiteLogin Then
'-- first try to login using OrgID 50, if not found then try using OrgID = 0
OrgID = 50
wsLoginResult = wsFAWAPI.AccountLogin (OrgID, UserName, txtPassword.Text,
AllowedIPList, Nothing)

If wsLoginResult.ErrorMessage <> "" Then
OrgID = 0
wsLoginResult = wsFAWAPI.AccountLogin (OrgID, UserName,
txtPassword.Text, AllowedIPList, Nothing)
End If
End If

End Sub
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Request Arguments

Name Data Type Required Description

APIKey String Yes A Developer API Key. The “Getting Started” section
describes how to obtain a Developer APl Key

OorgID Long Yes The Client ID

UserName String Yes FilesAnywhere Username

Password String Yes FilesAnywhere Password

AllowedIPList String No Comma-separated list of IPs to be allowed to make
subsequent APl calls with the same Token ID
passed back by this AccountLogin call

ClientEncryptParam | String No A parameter that can be blank or have the

following values: “ENCRYPTEDYES”,

“ENCRYPTEDNO”.

When it has the value “ENCRYPTEDNO”, it means
that the password being passed in the
AccountLogin method is not encrypted, but, the
LoginResult should pass back an encrypted
password which will be used in subsequent
AccountLogin calls.

When an encrypted password is passed to the
AccountLogin method, this parameter should be
assigned the string value “ENCRYPTEDYES”. This
tells the system, that the password being passed is
an encrypted password and it will decrypt it before
using it.
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Response

LoginResult

LoginResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the AccountLogin method was
executed. If the AccountLogin
call was successful, the
ErrorMessage is blank

Token String A Token ID to be used in
subsequent API calls

ClientEncryptedPassword String This will either be blank or will
have an encrypted password if
the value of the
ClientEncryptParam in the
AccountLogin call was
“ENCRYPTEDNO”.
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AppendChunkWithFolderAccessKey

This method is used in the process of uploading large files using a FolderAccessKey. It
appends a chunk of bytes to a file. The method must be called repeatedly until all the
chunks have been sent. The client must ensure that all the chunks are sent in the right
sequence.

Syntax

ChunkUploadResult = AppendChunkWithFolderaccessKey(APIKey, FolderAccessKey,
FileName, ChunkData, Offset, BytesRead, isLastChunk, UploadToken,
LastWriteTimeUTC, CreationTimeUtc)

Usage

Use the AppendChunkWithFolderAccessKey method to upload very large files using a
FolderAccessKey. The Client application will have to send the file data in sequential
chunks by repeated calls to the AppendChunkWithFolderAccessKkey method. This
method uses the MTOM protocol. MTOM stands for SOAP “Message Transmission
Optimization Mechanism”.

The following parameters are needed to make a call to this API:

o APIKey. A Developer API Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key.

o FolderAccessKey. Unique Access Key of a folder belonging to a specified user
that can be generated using the GetFolderAccessKey API function.

o FileName. Name of the file being uploaded. The upload location will be
determined by the FolderAccessKey.

e ChunkData (A chunk of binary data). Each chunk of data read from the file must
be converted to the XML base64Binary format.

e Offset. The total number of bytes already sent in previous
AppendChunkWithFolderAccessKey requests for the current file prior to this
request.

e BytesRead. The size of the current chunk, in bytes.

e jsLastChunk. It is a Boolean True or False indicating whether this is the last
chunk of the file.
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e UploadToken is a unique token required for Uploading a file which you will get as
a return value of the first call to the AppendChunkWithFolderAccessKey method.

O In the first call to the AppendChunkWithFolderAccesskey method, pass
the value of UploadToken as blank.

o In subsequent calls, pass the value of UploadToken which was retrieved
as ChunkUploadResult.UploadToken from the first call.

o LastWriteTimeUtc is a UTC date-time stamp to be applied as the Last Modified
date on the uploaded file. The value of the parameter can be null or a valid date-
time value.

O When a value is passed to this parameter, the API will update the Last
Modified date-time of the file with the parameter value.

O When a null value is passed to this parameter, the current date time will
be applied as the Last Modified date-time of the file.

o CreationTimeUtc is a UTC date-time stamp to be applied as the Creation date on
the uploaded file. Value of the parameter can be null or a valid date-time value.

O When a value is passed to this parameter, the API will update the
Creation date-time of the file with the parameter value.

O When a null value is passed to this parameter, the current date-time will
be applied as the Creation date-time of the file.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/AppendChunkWithFolderAccessKey"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<AppendChunkWithFolderAccessKey xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<FolderAccessKey>string</FolderAccessKey>
<FileName>string</FileName>
<ChunkData>base64Binary</ChunkData>
<Offset>long</Offset>
<BytesRead>int</BytesRead>
<isLastChunk>boolean</isLastChunk>
<UploadToken>string</UploadToken>
<LastWriteTimeUtc>dateTime</LastWriteTimeUtc>
<CreationTimeUtc>dateTime</CreationTimeUtc>
</AppendChunkWithFolderAccessKey>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<AppendChunkWithFolderAccessKeyResponse
xmlns="http://api.filesanywhere.com/">
<ChunkUploadResult>
<ErrorMessage>string</ErrorMessage>
<ChunkAppended>boolean</ChunkAppended>
<UploadToken>string</UploadToken>
<LastWriteTimeUtc>dateTime</LastWriteTimeUtc>
<CreationTimeUtc>dateTime</CreationTimeUtc>
</ChunkUploadResult>
</AppendChunkWithFolderAccessKeyResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<AppendChunkWithFolderAccessKey xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<FolderAccessKey>string</FolderAccessKey>
<FileName>string</FileName>
<ChunkData>base64Binary</ChunkData>
<Offset>long</Offset>
<BytesRead>int</BytesRead>
<isLastChunk>boolean</isLastChunk>
<UploadToken>string</UploadToken>
<LastWriteTimeUtc>dateTime</LastWriteTimeUtc>
<CreationTimeUtc>dateTime</CreationTimeUtc>
</AppendChunkWithFolderAccessKey>
</soapl?2:Body>
</soapl?2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<AppendChunkWithFolderAccessKeyResponse
xmlns="http://api.filesanywhere.com/">
<ChunkUploadResult>
<ErrorMessage>string</ErrorMessage>
<ChunkAppended>boolean</ChunkAppended>
<UploadToken>string</UploadToken>
<LastWriteTimeUtc>dateTime</LastWriteTimeUtc>
<CreationTimeUtc>dateTime</CreationTimeUtc>
</ChunkUploadResult>
</AppendChunkWithFolderAccessKeyResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub AppendChunkWithFolderAccessKey ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ChunkUploadResult As New WebReference.ChunkUploadResult
ChunkUploadResult = FAWAPI.AppendChunkWithFolderAccessKey (APIKey,
FolderAccessKey, FileName, ChunkData,

UploadToken, LastWriteTimeUtc,

Offset, BytesRead, isLastChunk,

CreationTimeUtc)

If Not ChunkUploadResult.ChunkAppended Or
ChunkUploadResult.ErrorMessage <> "" Then
Msgbox ChunkUploadResult.ErrorMessage

End If

ChunkUploadResult = Nothing

FAWAPT
End Sub

= Nothing

Request Arguments

Name Data Type Required Description

APIKey String Yes A Developer API Key. See the “Getting Started”
section above, to find out how to obtain a
Developer API Key

FolderAccessKey | String Yes Unique Access Key of a folder belonging to a
specified user that can be generated using the
GetFolderAccessKey API function.

FileName String Yes Name of the file being uploaded.

ChunkData Base64Binary Yes Chunk of binary data in XML base64Binary
format

Offset Long Yes This is the physical location of the current chunk,
in the file, in terms of bytes. The current chunk of
data will be written starting from the next byte
Offset bytes. So, it represents the total no. of
bytes already sent in previous AppendChunk
requests for the current file

BytesRead Integer Yes Size of the chunk in bytes

islastChunk Boolean Yes True or False indicating whether this is the last
chunk for the file

UploadToken String Yes Unique token required to upload a file.
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LastWriteTimeUtc | dateTime Yes The date-time to be applied to the Last Modified
date-time of the uploaded file. If this value is
null, then the current date-time will be applied.

CreationTimeUtc | dateTime Yes The datetime to be applied to the Creation

datetime of the uploaded file. If this value is null,
then the current date-time will be applied.
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Response

ChunkUploadResult

ChunkUploadResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any error was
encountered while the
AppendChunkWithFolderAccessKkey method was
executed. If the AppendChunkWithFolderAccessKey
call was successful, the ErrorMessage is blank

ChunkAppended Boolean True or False indicating whether the API call was a
success or a failure

UploadToken String A Token which needs to be used in all subsequent
calls of the AppendChunkWithFolderAccessKey
method after the first call.

LastWriteTimeUtc dateTime With the last call of the
AppendChunkWithFolderAccessKkey method (when
the file has been successfully uploaded), the value
of LastModifedUtc of the uploaded file will be
returned, for any other call before the last call, this
value will be null.

CreationTimeUtc dateTime With the last call of the
AppendChunkWithFolderAccesskey method (when
the file has been successfully uploaded), the value
of CreationTimeUtc of the uploaded file will be
returned, for any other call before the last call, this
value will be null .
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AppendChunkGZip

This method is used in the process of uploading large files. It appends a chunk of bytes
to a file. The method must be called repeatedly until all the chunks have been sent. The
chunks must be compressed using the GZip standard. The client must ensure that all
the chunks are sent in the right sequence.

Syntax

AppendChunkResult = AppendChunkGZip(Token, Path, ChunkData, Offset, BytesRead,
isLastChunk)

Usage

Use the AppendChunkGZip method to upload very large files. The Client application will
have to send the file data in sequential chunks, which have been compressed using the
GZip standard, using repeated calls to the AppendChunkGZip method. This method
uses the MTOM protocol. MTOM stands for SOAP “Message Transmission Optimization
Mechanism”.

The following parameters are needed to make the AppendChunk call:

Token (The Token ID returned by the last AccountLogin call).

Path (Name of the file being uploaded along with the FilesAnywhere Path). The
Path should be formatted like \UserVolume\FolderName\FileName, where
Foldername is the name of the folder in which the file is to be uploaded and
UserVolume is the FilesAnywhere UserName in whose account the file has to be
uploaded.

ChunkData (A chunk of binary data). Each chunk of data read from the file must
be converted to the XML base64Binary format.

Offset is the total no. of bytes already sent in previous AppendChunk requests
for the current file prior to this request.

BytesRead is the size of the current chunk, in bytes.

isLastChunk is a Boolean True or False indicating whether this is the last chunk
of the file.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/AppendChunkGzip"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<AppendChunkGZip xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<ChunkData>base64Binary</ChunkData>
<Offset>long</Offset>
<BytesRead>int</BytesRead>
<isLastChunk>boolean</isLastChunk>
</AppendChunkGZip>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
< AppendChunkGZipResponse xmlns="http://api.filesanywhere.com/">
<AppendChunkResult>
<ErrorMessage>string</ErrorMessage>
<ChunkAppended>boolean</ChunkAppended>
</AppendChunkResult>
</AppendChunkGZipResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soaplZ2:Body>
<AppendChunkGZip xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<ChunkData>base64Binary</ChunkData>
<Offset>long</Offset>
<BytesRead>int</BytesRead>
<isLastChunk>boolean</isLastChunk>
</ AppendChunkGZzZip>
</soapl?2:Body>
</soapl?2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<AppendChunkGZipResponse xmlns="http://api.filesanywhere.com/">
<AppendChunkResult>
<ErrorMessage>string</ErrorMessage>
<ChunkAppended>boolean</ChunkAppended>
</AppendChunkResult>
</AppendChunkGZipResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub AppendChunkGZip ()
Dim FAWAPI As New WebReference.FAWAPI
Dim AppendChunkResult As New WebReference.AppendChunkResult
AppendChunkResult = FAWAPI.AppendChunkGZip (Token, Path, ChunkData,
Offset, BytesRead, isLastChunk)

If Not AppendChunkResult.ChunkAppended Or

AppendChunkResult.ErrorMessage <> "" Then
Msgbox AppendChunkResult.ErrorMessage
End If

AppendChunkResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Path String Yes Full FilesAnywhere path of the file in the form
\UserVolume\FolderName\FileName

ChunkData Base64Binary Yes Chunk of binary data, compressed in GZip
standard format, in XML base64Binary format

Offset Long Yes This is the physical location of the current chunk,
in the file, in terms of bytes. The current chunk of
data will be written starting from the next byte
Offset bytes. So, it represents the total no. of
bytes already sent in previous AppendChunkGZip
requests for the current file

BytesRead Integer Yes Size of the chunk in bytes

islastChunk Boolean Yes True or False indicating whether this is the last
chunk for the file
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Response

AppendChunkResult

AppendChunkResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the AppendChunkGZip method
was executed. If the
AppendChunkGZip call was
successful, the ErrorMessage is
blank

ChunkAppended Boolean True or False indicating whether
the AppendChunkGZip call was
a success or a failure
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ClientGetAddinVersion

This method returns the current version of the Client Office Add-in.

Syntax

ClientGetAddInVersionResult = ClientGetAddInVersion(Token, AddinType)

Usage

Use the ClientGetAddIinVersion method to get the current version of the Client Office
Add-in.

The following parameters are needed to make the ClientGetAddInVersion call:

e Token (The Token ID returned by the last AccountLogin call).

e AddinType is the type of the Add-in for which the information is being requested.
For example, for the Microsoft Outlook Add-in, this parameter should have the
value “OutlookAddin”.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ClientGetAddInVersion"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ClientGetAddInVersion xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<AddinType>string</AddinType>
</ClientGetAddInVersion>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<ClientGetAddInVersionResponse xmlns="http://api.filesanywhere.com/">
<ClientGetAddInVersionResult>
<ErrorMessage>string</ErrorMessage>
<Version>string</Version>
<URL>string</URL>
</ClientGetAddInVersionResult>
</ClientGetAddInVersionResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ClientGetAddInVersion xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<AddinType>string</AddinType>
</ClientGetAddInVersion>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ClientGetAddInVersionResponse xmlns="http://api.filesanywhere.com/">
<ClientGetAddInVersionResult>
<ErrorMessage>string</ErrorMessage>
<Version>string</Version>
<URL>string</URL>
</ClientGetAddInVersionResult>
</ClientGetAddInVersionResponse>
</soapl2:Body>
</soapl2:Envelope>
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APTI SPECIFICATIONS
Version 2.28 March 2022

Sample Visual Basic.Net Code

Private Sub ClientGetAddInVersion ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ClientGetAddInVersionResult As New WebReference.

ClientGetAddInVersionResult
ClientGetAddInVersionResult

= FAWAPI.ClientGetAddInVersion (Token,

AddinType)
If ClientGetAddInVersionResult.ErrorMessage <> "" Then
Msgbox ClientGetAddInVersionResult.ErrorMessage
End If
ClientGetAddInVersionResult = Nothing
FAWAPI = Nothing
End Sub
Request Arguments
Name Data Type Required Description
Token String Yes The Token ID returned back in the last
AccountLogin call
AddinType String Yes The type of Add-in.
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Response

ClientGetAddInVersionResult

ClientGetAddInVersionResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ClientGetAddInVersion

method was executed. If the
ClientGetAddInVersion call was
successful, the ErrorMessage is

blank

Version String The current Version Number of
the Add-in

URL String The URL from which the Add-in

can be downloaded. The name
of the Add-in must be appended
to the URL in order to download
the latest version of the Add-in.
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ClientGetUploadPath

This method returns the path to which client applications will upload files.

Syntax

ClientGetUploadPathResult = ClientGetUploadPath(Token)

Usage

Use the ClientGetUploadPath method to get the path to which client applications will
upload files.

The following parameters are needed to make the ClientGetUploadPath call:

e Token (The Token ID returned by the last AccountLogin call).
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ClientGetUploadPath"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ClientGetUploadPath xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</ClientGetUploadPath>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<ClientGetUploadPathResponse xmlns="http://api.filesanywhere.com/">
<ClientGetUploadPathResult>
<ErrorMessage>string</ErrorMessage>
<UploadPath>string</UploadPath>
</ClientGetUploadPathResult>
</ClientGetUploadPathResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ClientGetUploadPath xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</ClientGetUploadPath>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ClientGetUploadPathResponse xmlns="http://api.filesanywhere.com/">
<ClientGetUploadPathResult>
<ErrorMessage>string</ErrorMessage>
<Version>string</Version>
<URL>string</URL>
</ClientGetUploadPathResult>
</ClientGetUploadPathResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub ClientGetUploadPath ()

Dim FAWAPI As New WebReference.FAWAPI

Dim ClientGetUploadPathResult As New WebReference.
ClientGetUploadPathResult

ClientGetUploadPathResult = FAWAPI. ClientGetUploadPath (Token)

If ClientGetUploadPathResult.ErrorMessage <> "" Then
Msgbox ClientGetUploadPathResult.ErrorMessage
End If

ClientGetUploadPathResult = Nothing
FAWAPI = Nothing

End Sub

Request Arguments

Name

Data Type Required Description

Token

String Yes The Token |ID returned back in the last
AccountLogin call

Page 84 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

Response

ClientGetUploadPathResult

ClientGetUploadPathResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ClientGetAddInVersion

method was executed. If the
ClientGetAddInVersion call was
successful, the ErrorMessage is
blank

UploadPath String The path to which Client
Applications will upload files
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ConvertDocToPDF

This method Convert document file into a PDF file.

Syntax

ConvertDocToPDFResult=ConvertDocToPDF(Token, SourceFilePath,
DestinationFilePath)

Usage

Use the ConvertDocToPDF method to convert document file to PDF format.

Supported doc files are
"DOC,LWP,WRI,RTF,ANS,TXT,HTM,HTML,XML,WPD,WPS,PSW,PWD,PAB,OLK,MCW,DOT,
DOCX,DOTX,DOCM,DOTM,LOG,DIC,ASC,ME,INI,TEXT,NFO,XLS,WK1,WK2,WK3,WK4,WK5
,WKI,WKS,WKU,CSV,DIF,PRN,SLK,WQ1,XLT,XLW,XLSX,XLTX,XLSB,XLSM,XLTM,XLAM,PP
T,PPTX,POTX,PPSX,PPTM,POTM,PPAM,PPSM,PPS"

The following parameters are needed to make the ConvertDocToPDF call:
o Token (The Token ID returned by the last AccountLogin call).

® SourceFilePath (The document file which user want to convert into PDF format.
The document file path should be formatted like
\UserVolume\FolderName\FileName where UserVolume is the FilesAnywhere
UserName in whose account the file has to be uploaded.)

o DestinationFilePath (The destination path where the converted PDF file will be
saved. In case of same PDF file is already exist at destination path then it will be
overwritten.  The Destination Path  should be formatted like
\UserVolume\FolderName\, where Foldername is the name of the folder in
which the converted PDF file will be saved and UserVolume is the FilesAnywhere
UserName.)
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ConvertDocToPDF"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ConvertDocToPDF xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<SourceFilePath>string</SourceFilePath>
<DestinationFilePath>string</DestinationFilePath>
</ConvertDocToPDF>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<ConvertDocToPDFResponse xmlns="http://api.filesanywhere.com/">
<ConvertDocToPDFResult>
<ErrorMessage>string</ErrorMessage>
<RequestId>int</RequestId>
</ConvertDocToPDFResult>
</ConvertDocToPDFResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ConvertDocToPDF xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<SourceFilePath>string</SourceFilePath>
<DestinationFilePath>string</DestinationFilePath>
</ConvertDocToPDF>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ConvertDocToPDFResponse xmlns="http://api.filesanywhere.com/">
<ConvertDocToPDFResult>
<ErrorMessage>string</ErrorMessage>
<RequestId>int</RequestId>
</ConvertDocToPDFResult>
</ConvertDocToPDFResponse>
</soapl2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code
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Private Sub ConvertDocToPDFTest ()

Dim FAWAPI As New WebReference.FAWAPI

Dim ConvertDocToPDFResult As New WebReference.

ConvertDocToPDFResult

ConvertDocToPDFResult = FAWAPI.
ConvertDocToPDF (Token, SourceFilePath, DestinationFilePath)

If ConvertDocToPDFResult.ErrorMessage <> "" Then
Msgbox ConvertDocToPDFResult.ErrorMessage
Exit Sub

End If

Dim iRequestId as Integer
Msgbox ConvertDocToPDFResult.RequestId

ConvertDocToPDFResult.RequestId

ConvertDocToPDFResult = Nothing

FAWAPTI
End Sub

= Nothing

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

SourceFilePath String Yes The filepath which user wants to convert the
document file into PDF. Full FilesAnywhere path of
the document file in the form
\UserVolume\FolderName\documentFileName.

DestinationFilePath | String Yes The Destination path where converted PDF file will

be saved. In case of the same name PDF file is
already existing at the destination path then it will
be overwritten. Full FilesAnywhere path of folder in
the form \UserVolume\FolderName\
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Response

ConvertDocToPDFResult

ConvertDocToPDFResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the CovnertDocToPDF method

was executed. If the
ConvertToPDF call was
successful, the ErrorMessage is
blank

Requestid Integer The source filepath and

destination file path is valid
then it will return the Requestid
that means Request is
submitted. And by use of this
Requestld user can use other
APl method ConvertDocToPDF
status (Token, RequestiD) to
know the status of Document to
PDF conversion.
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ConvertDocToPDFStatus

This method allows user to get the status for Document to PDF Conversion.

Syntax

ConvertDocToPDFStatusResult =ConvertDocToPDFStatus(Token,Requestid)

Usage

Use the ConvertDocToPDFStatus method to get the status for document to PDF
conversion.

The following parameters are needed to make the ConvertDocToPDFStatus call:
e Token (The Token ID returned by the last AccountLogin call).

o Requestld (The Requestld will be returned from
ConvertDocToPDF(Token,SourceFilePath,DestinationFilePath) method),

SOAP 1.1
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The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ConvertDocToPDFStatus"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ConvertDocToPDFStatus xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<RequestId>int</RequestId>
</ConvertDocToPDFStatus>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ConvertDocToPDFStatusResponse xmlns="http://api.filesanywhere.com/">
<ConvertDocToPDFStatusResult>
<ErrorMessage>string</ErrorMessage>
<Status>string</Status>
</ConvertDocToPDFStatusResult>
</ConvertDocToPDFStatusResponse>
</soap:Body>
</soap:Envelope>

Page 92 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ConvertDocToPDFStatus xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<RequestId>int</RequestId>
</ConvertDocToPDFStatus>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soapl2:Body>
<ConvertDocToPDFStatusResponse xmlns="http://api.filesanywhere.com/">
<ConvertDocToPDFStatusResult>
<ErrorMessage>string</ErrorMessage>
<Status>string</Status>
</ConvertDocToPDFStatusResult>
</ConvertDocToPDFStatusResponse>
</soapl2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code
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Private Sub ConvertDocToPDFStatusTest ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ConvertDocToPDFStatusResult As New WebReference.
ConvertDocToPDFStatusResult
ConvertDocToPDFStatusResult = FAWAPI.
ConvertDocToPDFStatus (Token, RequestId)

If ConvertDocToPDFStatusResult.ErrorMessage <> "" Then
Msgbox ConvertDocToPDFStatusResult.ErrorMessage
Exit Sub

End If

Dim sStatus as String = ConvertDocToPDFStatusResult.Status
Msgbox ConvertDocToPDFStatusResult.Status

ConvertDocToPDFStatusResult = Nothing

FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Requestid Integer Yes The Request Id returned back in the last
ConverDocToPDF method call.
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Response

ConvertDocToPDFStatusResult

ConvertDocToPDFStatusResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the CovnertDocToPDFStatus
method was executed. If the
ConvertDocToPDFStatus call
was successful, the
ErrorMessage is blank

Status String Status of conversion process of
document file to PDF file. The
returned status can be ‘P’, ‘Y,
‘C or‘FE’

‘P’ : Pending Request (means
request is waiting to submit in
process)

‘Y’ : Request is submitted but
conversion is in Process.

‘E’ : Error occurs while
conversion of Doc to PDF

‘C’ : Conversion of document
DF file is completed.
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ConvertimageToPDF

This method Convert Images into a PDF file.

Syntax

ConvertimageToPDFResult = ConvertimageToPDF(Token,SourcelmagePath,
DestinationPath, PDFFileName, PageFormatType, ImageHeight, ImageWidth)

Usage

Use the ConvertimageToPDF method to convert images in to PDF format.

Supported image files are "JPG,JPEG,JPE JFIF,GIF,PNG,BMP,WMF,DIB,TIF,TIFF".

The following parameters are needed to make the ConvertimageToPDF call:

Token (The Token ID returned by the last AccountLogin call).

SourcelmagePath (The Images path in string array format which user want to
convert into a single PDF format. The image path should be formatted like
\UserVolume\FolderName\FileName where UserVolume is the FilesAnywhere
UserName in whose account the file has to be uploaded.)

DestinationPath (The destination path where the converted PDF file will be
saved. The Destination Path should be formatted like
\UserVolume\FolderName\, where Foldername is the name of the folder in
which the converted PDF file will be saved and UserVolume is the FilesAnywhere
UserName.)

PDFFileName (The name of converted PDF file which consist of all images. This
pdf file will be saved on destination path. In case of PDFFilename passed by
user already existing at destination path then it will be overwritten)

PageFormatType (The images in PDF page displaying in 5 format type. Format
types are in between 2 to 6)

2 AutoSize (All images will be display in PDF file at fit to page size)
3 4 X 2 (Images will be display in 4 rows and 2 columns in a page)
4 4 X 1 (Images will be display in 4 rows and 1 column in a page.)
5

2 X 1 (Images will be display in 2 rows and 1 column in a page.)
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6 Custom Size (user can change the height and width of image by passing
height and width parameter in this method, as per that height and width
image will be displayed in pdf format.)

e ImageHeight (User can pass height of image if PageformatType selection is 6
(Custom size)).

e ImageWidth (User can pass width pixels of image if PageFormatType selection is
6(CustomSize))
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ConvertImageToPDE"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ConvertImageToPDF xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<SourcelImagePath>
<string>string</string>
<string>string</string>
</SourcelImagePath>
<DestinationPath>string</DestinationPath>
<PDFFileName>string</PDFFileName>
<PageFormatType>string</PageFormatType>
<ImageHeight>string</ImageHeight>
<ImageWidth>string</ImageWidth>
</ConvertImageToPDF>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ConvertImageToPDFResponse xmlns="http://api.filesanywhere.com/">
<ConvertImageToPDFResult>
<ErrorMessage>string</ErrorMessage>
<ImageConverted>boolean</ImageConverted>
</ConvertImageToPDFResult>
</ConvertImageToPDFResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ConvertImageToPDF xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<SourcelImagePath>
<string>string</string>
<string>string</string>
</SourceImagePath>
<DestinationPath>string</DestinationPath>
<PDFFileName>string</PDFFileName>
<PageFormatType>string</PageFormatType>
<ImageHeight>string</ImageHeight>
<ImageWidth>string</ImageWidth>
</ConvertImageToPDF>
</soapl?2:Body>
</soapl?2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ConvertImageToPDFResponse xmlns="http://api.filesanywhere.com/">
<ConvertImageToPDFResult>
<ErrorMessage>string</ErrorMessage>
<ImageConverted>boolean</ImageConverted>
</ConvertImageToPDFResult>
</ConvertImageToPDFResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub ConvertImageToPDFTest ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ConvertImageToPDFResult As New WebReference.
ConvertImageToPDFResult
ConvertImageToPDFResult = FAWAPI.
ConvertImageToPDF (Token, SourceImagePath, DestinationPath, PDFFileName, PageFo
rmatType, ImageHeight, ImageWidth)

If ConvertImageToPDFResult.ErrorMessage <> "" Then
Msgbox ConvertImageToPDFResult.ErrorMessage
Exit Sub

End If

Dim isConverted as boolean= ConvertImageToPDFResult.ImageConverted
Msgbox ConvertImageToPDFResult.ImageConverted

ConvertImageToPDFResult = Nothing

FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the Ilast
AccountLogin call

SourcelmagePath | String() Yes The filepath images which user wants to convert
into a PDF. Full FilesAnywhere path of the file in
the form

\UserVolume\FolderName\ImageFileName.

DestinationPath String Yes The Destination path where converted PDF file will
be saved. Full FilesAnywhere path of folder in the
form \UserVolume\FolderName\

PDFFileName String Yes Name of PDF file which will be saved at destination
folder. In case of this PDFFileName already exist at
destination path then it will be overwritten.

PageFormatType | String Yes There are 5 format types in which images will be
displayed in PDF file.

2 = Auto Size
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3 = 4 X2 (4 Rows and 2 column)
4 = 4X1(4Rowsand 1 column)
5 = 2X1(2Rows and 1 column)

6 = Custom Size (user has to pass imageheight
and imagewidth, as per that height and width the
images will be displayed in PDF file.)
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Response

ConvertimageToPDFResult

ConvertimageToPDFResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the CovnertimageToPDF

method was executed. If the
ConvertimageToPDF call was
successful, the ErrorMessage is
blank

ImageConverted Boolean If images successfully
converted into PDF file then this
will be returned true else false.
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Copyltems

This method copies items into your FilesAnywhere API clipboard. The items are copied
over to the new location in the next Paste call, after which they are removed from the
clipboard. If another Copyltems method or Cutltems method is called before a Paste
call, the items in the clipboard get replaced by the newly selected items of the
Copyltems or Cutltems call.

Syntax

CopyltemsResult = Copyltems(Token, IltemsToCopy)

Usage

Use the Copyltems method to copy one or more items into your FilesAnywhere API
clipboard for the purpose of copying from one location to another by issuing a
subsequent Paste call.

The following parameters are needed to make the Copyltems call:
o Token (The Token ID returned by the last AccountLogin call).

o |temsToCopy is an array of type Item. An item is defined by the following two
parameters:

o Type. This is the Iltem type and can either be a ‘file’ or a ‘folder’.

o Path (Name of the item with the FilesAnywhere Path). The Path should
be formatted like \UserVolume\FolderName\ltemName, where
UserVolume is the FilesAnywhere UserName in whose account the item
exists.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8
Content-Length: length

SOAPAction: "http://api.filesanywhere.com/CopyIltems"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Copyltems xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemsToCopy>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
</ItemsToCopy>
</Copyltems>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<CopyIltemsResponse xmlns="http://api.filesanywhere.com/">
<CopyltemsResult>
<ErrorMessage>string</ErrorMessage>
<Copied>boolean</Copied>
</CopyIltemsResult>
</CopyltemsResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<Copyltems xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemsToCopy>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
</ItemsToCopy>
</Copyltems>
</soapl?2:Body>
</soapl?2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<CopyIltemsResponse xmlns="http://api.filesanywhere.com/">
<CopyltemsResult>
<ErrorMessage>string</ErrorMessage>
<Copied>boolean</Copied>
</CopyIltemsResult>
</CopyltemsResponse>
</soapl2:Body>
</soapl2:Envelope>

Page 105 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

Sample Visual Basic.Net Code

Private Sub CopyItems ()
Dim FAWAPI As New WebReference.FAWAPI
Dim CopyItemsResult As New WebReference.CopyltemsResult
CopyltemsResult = FAWAPI.CopyItems (Token, ItemsToCopy)
If Not CopyItemsResult.Copied Or CopyltemsResult.ErrorMessage <>
"" Then
Msgbox CopyIltemsResult.ErrorMessage
End If
CopyIltemsResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description
Token String Yes The Token |ID returned back in the last
AccountLogin call
ItemsToCopy Array of type | Yes An array of items.
Item

Item Properties

An ltem has the following properties:

Property Name | Data Type Required Description

Type String Yes Type can either be a ‘file’ or a ‘folder’

Path String Yes Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\ltemName
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Response

CopyltemsResult

CopyltemsResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the Copyltems method was
executed. If the Copyltems call
was successful, the
ErrorMessage is blank

Copied Boolean True or False indicating whether
the Copyltems call was a
success or a failure
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CreateFolder

This method creates a new folder in the specified path.

Syntax

CreateFolderResult = CreateFolder(Token, Path, NewFolderName)

Usage
Use the CreateFolder method to create a new folder.

The following parameters are needed to make the CreateFolder call:
o Token (The Token ID returned by the last AccountLogin call).

e Path (Full FilesAnywhere Path). This is the FilesAnywhere Path of the folder
inside which the new folder will be created. The Path should be formatted like
\UserVolume\FolderName, where UserVolume is the FilesAnywhere UserName
in whose account the folder will be created and FolderName is the folder or
subfolder where the new folder will be created.

o NewFolderName is the name of the new folder.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/CreateFolder"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<CreateFolder xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<NewFolderName>string</NewFolderName>
</CreateFolder>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<CreateFolderResponse xmlns="http://api.filesanywhere.com/">
<CreateFolderResult>
<ErrorMessage>string</ErrorMessage>
<FolderCreated>boolean</FolderCreated>
</CreateFolderResult>
</CreateFolderResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<CreateFolder xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<NewFolderName>string</NewFolderName>
</CreateFolder>
</soapl?2:Body>
</soapl?2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<CreateFolderResponse xmlns="http://api.filesanywhere.com/">
<CreateFolderResult>
<ErrorMessage>string</ErrorMessage>
<FolderCreated>boolean</FolderCreated>
</CreateFolderResult>
</CreateFolderResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub CreateFolder ()
Dim FAWAPI As New WebReference.FAWAPI
Dim CreateFolderResult As New WebReference.CreateFolderResult
CreateFolderResult = FAWAPI.CreateFolder (Token, Path,
NewFolderName)
If Not CreateFolderResult.FolderCreated Or
CreateFolderResult.ErrorMessage <> "" Then
Msgbox CreateFolderResult.ErrorMessage
End If
CreateFolderResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call

Path String Yes Full FilesAnywhere path of the folder or subfolder
in the form \UserVolume\FolderName

NewFolderName | String Yes The name of the new folder

Response

CreateFolderResult
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CreateFolderResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the CreateFolder method was
executed. If the CreateFolder
call was successful, the
ErrorMessage is blank

FolderCreated Boolean True or False indicating whether
the CreateFolder call was a
success or a failure

CreateFolderRecursive
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This method creates a new folder in the specified path. If any of the parent folders in
the specified path don’t exist then it creates those parent folders also, before creating
the specified new folder.

Syntax

CreateFolderRecursiveResult = CreateFolderRecursive(Token, Path, NewFolderName)

Usage

Use the CreateFolderRecursive method to create a new folder. If any of the parent
folders in the specified path don’t exist then those parent folders are created before
creating the specified new folder.

The following parameters are needed to make the CreateFolderRecursive call:
e Token (The Token ID returned by the last AccountLogin call).

e Path (Full FilesAnywhere Path). This is the FilesAnywhere Path of the folder
inside which the new folder will be created. The Path should be formatted like
\UserVolume\FolderNamel1\FolderName2\, where UserVolume is the
FilesAnywhere UserName in whose account the folder will be created and
FolderName is the folder or subfolder where the new folder will be created. It is
not necessary that FolderNamel orFolderName2 exist. They will be created by
this function.

o NewFolderName is the name of the new folder.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /v2/fawapi.asmx HTTP/1.1

Host: api.cloudpc.me

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/CreateFolderRecursive"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<CreateFolderRecursive xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<NewFolderName>string</NewFolderName>
</CreateFolderRecursive>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<CreateFolderRecursiveResponse xmlns="http://api.filesanywhere.com/">
<CreateFolderRecursiveResult>
<ErrorMessage>string</ErrorMessage>
<FolderCreated>boolean</FolderCreated>
<NewFolderName>string</NewFolderName>
</CreateFolderRecursiveResult>
</CreateFolderRecursiveResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /v2/fawapi.asmx HTTP/1.1

Host: api.cloudpc.me

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<CreateFolderRecursive xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<NewFolderName>string</NewFolderName>
</CreateFolderRecursive>
</soapl?2:Body>
</soapl?2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<CreateFolderRecursiveResponse xmlns="http://api.filesanywhere.com/">
<CreateFolderRecursiveResult>
<ErrorMessage>string</ErrorMessage>
<FolderCreated>boolean</FolderCreated>
<NewFolderName>string</NewFolderName>
</CreateFolderRecursiveResult>
</CreateFolderRecursiveResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code
Private Sub CreateFolderRecursive ()
Dim FAWAPI As New WebReference.FAWAPIv2SoapClient

Dim CreateFolderRecursiveResult As New
WebReference.CreateFolderRecursiveResult

CreateFolderRecursiveResult = FAWAPI.CreateFolderRecursive (Token,
Path,
NewFolderName)
If Not CreateFolderRecursiveResult.FolderCreated Or
CreateFolderRecursiveResult.ErrorMessage <> "" Then
Msgbox CreateFolderRecursiveResult.ErrorMessage
End If
CreateFolderRecursiveResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Path String Yes Full FilesAnywhere path of the folder or subfolder
in the form

\UserVolume\FolderName1\FolderName2\

NewFolderName | String Yes The name of the new folder

Response

CreateFolderRecursiveResult
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CreateFolderRecursiveResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the CreateFolder method was
executed. If the CreateFolder
call was successful, the
ErrorMessage is blank

FolderCreated Boolean True or False indicating whether
the CreateFolder call was a
success or a failure

NewFolderName String If the new folder name sent in
the request contains “.” Or “.”
or a space in the beginning
then it will be removed from the
name and the new name will be
passed in the response through
NewFolderName
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Cutltems

This method cuts items and puts them into your FilesAnywhere API clipboard. The
items are not removed from the original location until a Paste call is made. When a
paste call is made, the items are moved from the original location to the new location,
after which, they are removed from the clipboard. If another Copyltems method or
Cutltems method is called before a Paste call, the items in the clipboard get replaced
by the newly selected items of the Copyltems or Cutltems call.

Syntax

CutltemsResult = Cutltems(Token, ItemsToCut)

Usage

Use the Cutltems method to keep one or more items in your FilesAnywhere API
clipboard for the purpose of moving them from one location to another by issuing a
subsequent Paste call.

The following parameters are needed to make the Cutltems call:
o Token (The Token ID returned by the last AccountLogin call).

o |temsToCut is an array of type Item. An item is defined by the following two
parameters:

o Type. This is the Item type and can either be a ‘file’ or a ‘folder’.

o Path (Name of the item with the FilesAnywhere Path). The Path should
be formatted like \UserVolume\FolderName\ltemName, where
UserVolume is the FilesAnywhere UserName in whose account the item
exists.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8
Content-Length: length

SOAPAction: "http://api.filesanywhere.com/CutItems"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<CutItems xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemsToCut>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
</ItemsToCut>
</CutItems>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<CutItemsResponse xmlns="http://api.filesanywhere.com/">
<CutItemsResult>
<ErrorMessage>string</ErrorMessage>
<Cut>boolean</Cut>
</CutItemsResult>
</CutItemsResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soaplZ2:Body>
<CutItems xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemsToCut>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
</ItemsToCut>
</CutItems>
</soapl2:Body>
</soapl?2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<CutItemsResponse xmlns="http://api.filesanywhere.com/">
<CutItemsResult>
<ErrorMessage>string</ErrorMessage>
<Cut>boolean</Cut>
</CutItemsResult>
</CutItemsResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub CutItems ()
Dim FAWAPI As New WebReference.FAWAPI
Dim CutItemsResult As New WebReference.CutlItemsResult

CutItemsResult = FAWAPI.CutItems (Token, ItemsToCut)
If Not CutItemsResult.Cut Or CutItemsResult.ErrorMessage <> ""
Then
Msgbox CutItemsResult.ErrorMessage
End If
CutItemsResult = Nothing
FAWAPI = Nothing
End Sub
Request Arguments
Name Data Type Required Description
Token String Yes The Token |ID returned back in the last
AccountLogin call
ItemsToCut Array of type | Yes An array of items.

Item

An Item has the following properties:

Property Name | Data Type Required Description

Type String Yes Type can either be a ‘file’ or a ‘folder’

Path String Yes Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\ltemName
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Response

CutltemsResult

CutltemsResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the Cutltems method was
executed. If the Cutltems call
was successful, the
ErrorMessage is blank

Cut Boolean True or False indicating whether
the Cutltems call was a success
or a failure
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Deleteltems

This method deletes one or more items.

Syntax

DeleteltemsResult = Deleteltems(Token, ltemsToDelete)

Usage
Use the Deleteltems method to delete one or more items.

The following parameters are needed to make the Deleteltems call:
o Token (The Token ID returned by the last AccountLogin call).

e ltemsToDelete is an array of type Item. An item is defined by the following two
parameters:

o Type. This is the Item type and can either be a “file’ or a ‘folder’.

o Path (Name of the item with the FilesAnywhere Path). The Path should
be formatted like \UserVolume\FolderName\ltemName, where
UserVolume is the FilesAnywhere UserName in whose account the item
exists.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/Deleteltems"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Deleteltems xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemsToDelete>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
</ItemsToDelete>
</Deleteltems>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<DeleteltemsResponse xmlns="http://api.filesanywhere.com/">
<DeleteltemsResult>
<ErrorMessage>string</ErrorMessage>
<Deleted>boolean</Deleted>
</DeleteltemsResult>
</DeleteltemsResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<Deleteltems xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemsToDelete>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
<Item>
<Type>string</Type>
<Path>string</Path>
</Item>
</ItemsToDelete>
</Deleteltems>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<DeleteltemsResponse xmlns="http://api.filesanywhere.com/">
<DeleteltemsResult>
<ErrorMessage>string</ErrorMessage>
<Deleted>boolean</Deleted>
</DeleteltemsResult>
</DeleteltemsResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub Deleteltems ()
Dim FAWAPI As New WebReference.FAWAPI
Dim DeleteltemsResult As New WebReference.DeleteltemsResult

DeleteltemsResult

= FAWAPI.Deleteltems (Token,

ItemsToDelete)

If Not DeleteltemsResult.Deleted Or DeleteltemsResult.ErrorMessage
<> "" Then

Msgbox DeletelItemsResult.ErrorMessage
End If

DeleteltemsResult = Nothing
FAWAPI = Nothing

End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call

ItemsToDelete Array of type | Yes An array of items.

Item

An Item has the following properties:

Property Name | Data Type Required Description
Type String Yes Type can either be a ‘file’ or a ‘folder’
Path String Yes Full FilesAnywhere path of the Item in the form

\UserVolume\FolderName\ltemName
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Response

DeleteltemsResult

DeleteltemsResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the Deleteltems method was
executed. If the Deleteltems
call was successful, the
ErrorMessage is blank.

Deleted Boolean True or False indicating whether
the Deleteltems call was a
success or a failure
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FileShareAppendComment

This method allows users of the FileShare link to append comments to a file.

Syntax

FileShareAppendCommentResult = FileShareAppendComment(FSToken, FilelD, Path,
AppendersName, NewComment)

Usage

This method allows users of the FileShare link to append comments to a file. If the user
of the FileShare link is viewing the link in the Comments View the user can append
their comments to a file. This is a nice feature for photos or documents you want to get
feedback on.

The following parameters are needed to make the FileShareAppendComment call:

o FSToken (The FileShare Token ID returned by the last FileShareGetHeaderInfo
call).

e FileID - Part of the key to the file or folder item in a FileShare. This is returned
from the FileShareGetltems method.

e Path - Second part of the key to the file or folder item in a FileShare. This is
returned from the FileShareGetltems method. This the file or folder path to the
item you are commenting on.

o AppendersName - Name of the user that is appending the comment. This can
be any string 20 characters or less. ex: from first/last name or an email address
or an alias. Just something that identifies the user to the owner of the FileShare
link.

e NewComment - The comment you are appending. This will NOT replace the
current comment it will simply be added on to the existing comment with a
header in the following format:

Straight from the database no formatting added
e AppendersName 1/8/2009 4:45PM e
NewComment.

Header data located and formatted (smaller,gray, italics)
o AppendersName 1/8/2009 4:45PM e
NewComment.
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The header can be identified by
Begin: char(10) + char(149) + space
End: M + space + char(149) + char(10)

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FAWAPI.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/FileShareAppendComment"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<FileShareAppendComment xmlns="http://api.filesanywhere.com/">
<FSToken>string</FSToken>
<FileID>string</FileID>
<Path>string</Path>
<AppendersName>string</AppendersName>
<NewComment>string</NewComment>
</FileShareAppendComment>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<FileShareAppendCommentResponse xmlns="http://api.filesanywhere.com/">
<FileShareAppendCommentResult>
<ErrorMessage>string</ErrorMessage>
<CommentAppended>boolean</CommentAppended>
</FileShareAppendCommentResult>
</FileShareAppendCommentResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FAWAPI.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<FileShareAppendComment xmlns="http://api.filesanywhere.com/">
<FSToken>string</FSToken>
<FileID>string</FileID>
<Path>string</Path>
<AppendersName>string</AppendersName>
<NewComment>string</NewComment>
</FileShareAppendComment>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<FileShareAppendCommentResponse xmlns="http://api.filesanywhere.com/">
<FileShareAppendCommentResult>
<ErrorMessage>string</ErrorMessage>
<CommentAppended>boolean</CommentAppended>
</FileShareAppendCommentResult>
</FileShareAppendCommentResponse>
</soapl2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code

Private Sub FileShareAppendComment ()
Dim FAWAPI As New WebReference.FAWAPI
Dim FileShareAppendCommentResult As New WebReference. FileShareAppendCommentResult
FileShareAppendCommentResult =
FAWAPI.FileShareAppendCommentInfo (FSToken,FileID, Path, AppendersName, NewComment)
If FileShareAppendCommentResult.ErrorMessage <> "" Then
Msgbox FileShareAppendCommentResult.ErrorMessage
End If
FileShareAppendCommentResult = Nothing
FAWAPI = Nothing
End Sub
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Request Arguments

Name Data Requi | Description
Type red

FSToken String Yes ID to be used in subsequent FileShare API calls.

FileID String Yes ID of the FileShare item. This is NOT a unique key. The unique key
for a FileShare item is FilelD + Path.

Path String Yes Path of the FileShare item.

AppendersName String Yes 20 character or less string that identifies the user as the person
that made the comment. Ex: first/last name or email.

NewComment String Yes Comment to be appended to a FileShare item.

Response

FileShareAppendCommentResult Properties

Name

Data Type Description

ErrorMessage

String

A description of the error, if any error was
encountered while the
FileShareAppendComment method was
executed. If the FileShareAppendComment
call was successful, the ErrorMessage is
blank

CommentAppended

Boolean If the append procedure was successful this

will be true else it will be false.
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FileShareGetHeaderinfo

This method retrieves the header information for a FileShare link.

Syntax
FileShareHeaderResult =

FileShareGetHeaderInfo(FileShareKey, ClientID, Password, AllowedIPList)

Usage

This method allows you to get the FileShare header information such as the
information about the person sharing the link. It returns a FSToken that is used for
validation to make subsequent calls. Think of this method as FileShare Login.

The following parameters are needed to make the FileShareGetHeaderInfo call:

e FileShareKey - is the alphanumeric key that is on the querystring when you click
on a FileShare link. The value of “v=" on the querystring is the FileShareKey.

® C(ClientID (Client ID). The ClientIlD can have the following values:
O O for a FilesAnywhere Web account.
o 50 for a FilesAnywhere WebAdvanced account.

o The Private Site Client ID for a FilesAnywhere Private Site.

e Password - is provided when the creator of the FileShare link password protects
their link. If one is required an error letting you know to provide one will be
returned.

e AllowedlIPList (List of allowed IPs). This parameter is optional. It is a comma-
separated list of IPs that may be allowed to make subsequent API calls with the
same Token ID which was passed back in this AccountLogin call.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/FileShareGetHeaderInfo"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<FileShareGetHeaderInfo xmlns="http://api.filesanywhere.com/">
<FileShareKey>string</FileShareKey>
<ClientID>string</ClientID>
<Password>string</Password>
<AllowedIPList>string</AllowedIPList>
</FileShareGetHeaderInfo>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>

<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">

<soap:Body>
<FileShareGetHeaderInfoResponse xmlns="http://api.filesanywhere.com/">
<FileShareHeaderResult>
<ErrorMessage>string</ErrorMessage>
<FSToken>string</FSToken>
<SharedBy>string</SharedBy>
<FirstName>string</FirstName>
<LastName>string</LastName>
<EmailAddress>string</EmailAddress>
<RequiresPassword>string</RequiresPassword>
<UserView>string</UserView>
<PlayOptions>string</PlayOptions>
<CoverPage>string</CoverPage>
<WaterMark>string</WaterMark>
<ViewOnly>string</ViewOnly>
</FileShareHeaderResult>
</FileShareGetHeaderInfoResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<FileShareGetHeaderInfo xmlns="http://api.filesanywhere.com/">
<FileShareKey>string</FileShareKey>
<ClientID>string</ClientID>
<Password>string</Password>
<AllowedIPList>string</AllowedIPList>
</FileShareGetHeaderInfo>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>

<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">

<soapl2:Body>
<FileShareGetHeaderInfoResponse xmlns="http://api.filesanywhere.com/">
<FileShareHeaderResult>
<ErrorMessage>string</ErrorMessage>
<FSToken>string</FSToken>
<SharedBy>string</SharedBy>
<FirstName>string</FirstName>
<LastName>string</LastName>
<EmailAddress>string</EmailAddress>
<RequiresPassword>string</RequiresPassword>
<UserView>string</UserView>
<PlayOptions>string</PlayOptions>
<CoverPage>string</CoverPage>
<WaterMark>string</WaterMark>
<ViewOnly>string</ViewOnly>
</FileShareHeaderResult>
</FileShareGetHeaderInfoResponse>
</soapl2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code
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APTI SPECIFICATIONS
Version 2.28 March 2022

Private Sub FileShareGetHeaderInfo ()

Dim FAWAPI As New WebReference.FAWAPI
Dim FileShareHeaderResult As New WebReference.FileShareHeaderResult

FileShareHeaderResult =

FAWAPI.FileShareGetHeaderInfo (FileShareKey,ClientID,Password,AllowedIPList)
If FileShareHeaderResult.ErrorMessage <> "" Then
Msgbox FileShareHeaderResult.ErrorMessage

End If

FileShareHeaderResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Requi | Description
Type red

FileShareKey String Yes Alphanumeric key that is on the querystring when you click
on a FileShare link. The value of “v=" on the querystring is the
FileShareKey.

ClientID String Yes The Client ID.

Password String No Password set up by FileShare creator. (optional)

AllowedIPList String No Comma-separated list of IPs to be allowed to make
subsequent API calls with the same FSToken ID passed back
by this FileShareGetHeaderInfo call

Response

FileShareHeaderResult
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FileShareHeaderResult Properties

Name Data Type Description
ErrorMessage String A description of the error, if any error was
encountered while the

FileShareGetHeaderInfo method was
executed. If the FileShareGetHeaderlnfo
call was successful, the ErrorMessage is

blank
FSToken String ID to be used in subsequent FileShare API
calls.
SharedBy String The person’s user name that created the
FileShare link.
FirstName String The sharer’s first name. (may be blank)
LastName String The sharer’s last name. (may be blank)
EmailAddress String The sharer’s email address.
RequiresPassword String Whether the sharer password protected the

FileShare link. “Y” or “N” or blank.

UserView String The default view the sharer is requesting to
be seen for the FileShare link. “L” is for
CommentsView, “F” is for ListView (default),
“M” is for IconView, “A” is for AutoPlay (ex:
slide show or music player).

PlayOptions String The default player the sharer is requesting
to be used to play this link. “S” is for
slideshow, “D” is for document viewer, “M”
is for music player, “V" is for video player.
This is only valid for UserView of type “A”.
(may be blank)

CoverPage String Whether there is a cover page. “Y” or “N”
WaterMark String Whether there is a WaterMark. “Y” or “N”
ViewOnly String Whether or not the FileShare is ViewOnly.

“Y” is for NO downloading of files allowed.
“N” is to allow downloading.

FileShareGetltems
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This method retrieves a list of files and folders for a given path in a FileShare link.

Syntax
FileShareltemResult =

FileShareGetltems(FSToken, FilelD, FolderPath, IncludeComments)

Usage
This method retrieves a list of the files and folders that make up a FileShare link.

The following parameters are needed to make the FileShareGetltems call:

o FSToken (The FileShare Token ID returned by the last FileShareGetHeaderIinfo
call).

e FilelD - Part of the key to the file or folder item in a FileShare. For the first call
of this method, the value will be blank.

e Path - Second part of the key to the file or folder item in a FileShare. For the
first call of this method, the value will be blank.

® IncludeComments - Retrieves the comments that may be associated with the
FileShare item.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/FileShareGetItems"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<FileShareGetItems xmlns="http://api.filesanywhere.com/">
<FSToken>string</FSToken>
<FileID>string</FileID>
<FolderPath>string</FolderPath>
<IncludeComments>string</IncludeComments>
</FileShareGetItems>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<FileShareGetItemsResponse xmlns="http://api.filesanywhere.com/">
<FileShareItemResult>
<ErrorMessage>string</ErrorMessage>
<FileShareItems>
<FileShareItem>
<Type>string</Type>
<Name>string</Name>
<Size>string</Size>
<DateLastModified>string</DateLastModified>
<Path>string</Path>
<FileID>string</FileID>
<Comments>string</Comments>
</FileSharelItem>
<FileShareltem>
<Type>string</Type>
<Name>string</Name>
<Size>string</Size>
<DatelLastModified>string</DateLastModified>
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<Path>string</Path>
<FileID>string</FileID>
<Comments>string</Comments>
</FileShareltem>
</FileShareltems>
</FileShareltemResult>
</FileShareGetItemsResponse>
</soap:Body>
</soap:Envelope>

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<FileShareGetItems xmlns="http://api.filesanywhere.com/">
<FSToken>string</FSToken>
<FileID>string</FileID>
<FolderPath>string</FolderPath>
<IncludeComments>string</IncludeComments>
</FileShareGetItems>
</soapl2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<FileShareGetItemsResponse xmlns="http://api.filesanywhere.com/">
<FileSharelItemResult>
<ErrorMessage>string</ErrorMessage>
<FileShareltems>
<FileShareltem>
<Type>string</Type>
<Name>string</Name>
<Size>string</Size>
<DatelLastModified>string</DateLastModified>
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<Path>string</Path>
<FileID>string</FileID>
<Comments>string</Comments>

</FileShareIltem>

<FileShareItem>
<Type>string</Type>
<Name>string</Name>
<Size>string</Size>
<DatelLastModified>string</DateLastModified>
<Path>string</Path>
<FileID>string</FileID>
<Comments>string</Comments>

</FileShareltem>

</FileShareIltems>
</FileShareItemResult>
</FileShareGetItemsResponse>
</soapl?2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code

Private Sub FileShareGetItems ()
Dim FAWAPI As New WebReference.FAWAPI
Dim FileShareItemResult As New WebReference.FileShareHeaderResult
FileSharelItemResult =
FAWAPI.FileShareGetItems (FSToken, FileID, FolderPath, IncludeComments)
If FileSharelItemResult.ErrorMessage <> "" Then
Msgbox FileShareltemResult.ErrorMessage
End If
FileShareItemResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Requi | Description
Type red
FSToken String Yes ID to be used in subsequent FileShare API calls.
FileID String No ID of the FileShare item. On the initial call, this will be blank. This is
NOT a unique key. The unique key for a FileShare item is FilelD +
FolderPath.
FolderPath String No Path of the FileShare item. On the initial call, this will be blank.
IncludeComments | String No Retrieve the comments that may be on a FileShare item. “Y” or “N”
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Response

FileShareltemResult

FileShareltemResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the FileShareGetltems method
was executed. If the
FileShareGetltems call was
successful, the ErrorMessage is

blank
FileShareltems Array of type FileShareltem An array of FileShareltems
A FileShareltem has the following properties:
Property Name Data Type Required Description
Type String Yes Type can either be a ‘file’ or a ‘folder’
Name String Yes Name of file or folder.
Size String Yes Size of file in bytes. Folders will always show O
bytes.
DateLastModified | String Yes Date file or folder was modified. This is displayed in

EST (eastern standard time)

Path String Yes Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\ltemName

FileID String Yes ID of the FileShare item. This will be used to
identify the file or folder for browsing or
downloading.

Comments String No Comments that may be associated with the file or
folder. If you set IncludeComments to “N” this will
be blank. If you set IncludeComments to “Y” this
MAY still be blank. The vast majority of files do NOT
have comments associated with them.
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FileSharelndexeditemProperties

This method is identical to IndexedltemProperties. This is used for FileShare links and
uses the FSToken instead of the Token (ctri+click title for more information)

Syntax

FileSharelndexedltemPropertiesResult = FileSharelndexedltemProperties (FSToken,
Path)

FileShareltemlimage

This method is identical to Itemlmage. This is used for FileShare links and uses the
FSToken instead of the Token. One slight difference is that this function returns the
same FilePath that was passed into it to make Adobe Flash development simpler.
(ctrl+click title for more information)

Syntax

FileShareltemimageResult = FileShareltemImage(FSToken, Type, Path, PageNumber,
DesiredimageHeight, DesiredlmageWidth, ZoomPercentage)

FileShareltemThumbnail

This method is identical to ltemThumbnail. This is used for FileShare links and uses the
FSToken instead of the Token. One slight difference is that this function returns the
same Path that was passed into it to make Adobe Flash development simpler. (ctri+click
title for more information)

Syntax

FileShareltemThumbnailResult = FileShareltemThumbnail(FSToken, Type, Path)

FileShareRequestDoclIndexing

This method is identical to RequestDoclndexing. This is used for FileShare links and
uses the FSToken instead of the Token (ctrl+click title for more information)

Syntax

FileShareRequestDoclndexingResult = FileShareRequestDoclndexing(FSToken, Path)
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GetClientAppinfo

This method returns the latest info (version, download url etc.) about a client
application.

Syntax

GetClientApplinfoResult = GetClientAppinfo(AppName)

Usage

Use the GetClientAppinfo method to get the current info (version, download url etc.)
about a client application.

The following parameters are needed to make the GetClientApplinfo call:

e AppName (The name of the application).
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/GetClientAppInfo"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetClientAppInfo xmlns="http://api.filesanywhere.com/">
<AppName>string</AppName>
</GetClientAppInfo>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<GetClientAppInfoResponse xmlns="http://api.filesanywhere.com/">
<GetClientAppInfoResult>
<ErrorMessage>string</ErrorMessage>
<Version>string</Version>
<URL>string</URL>
</GetClientAppInfoResult>
</GetClientAppInfoResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<GetClientAppInfo xmlns="http://api.filesanywhere.com/">
<AppName>string</AppName>
</GetClientAppInfo>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<GetClientAppInfoResponse xmlns="http://api.filesanywhere.com/">
<GetClientAppInfoResult>
<ErrorMessage>string</ErrorMessage>
<Version>string</Version>
<URL>string</URL>
</GetClientAppInfoResult>
</GetClientAppInfoResponse>
</soapl2:Body>
</soapl2:Envelope>
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APTI SPECIFICATIONS
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Sample Visual Basic.Net Code

Private Sub GetClientAppInfo ()

Dim FAWAPI As New WebReference.FAWAPI
Dim GetClientAppInfoResult As New WebReference.

GetClientAppInfoResult
GetClientAppInfoResult

FAWAPI.GetClientAppInfo (AppName)

If GetClientAppInfoResult.ErrorMessage <> "" Then
Msgbox GetClientAppInfoResult.ErrorMessage
End If
GetClientAppInfoResult = Nothing
FAWAPI = Nothing
End Sub
Request Arguments
Name Data Type Required Description
AppName String Yes The name of the application.
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Response

GetClientAppinfoResult

GetClientAppInfoResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the GetClientAppIinfo method
was executed. If the
GetClientApplinfo call was
successful, the ErrorMessage is
blank

Version String The current Version Number of
the Application

URL String The URL from which the
Application can be downloaded.
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GetDropBoxDefaults

This method returns the preferred FileReceive Link settings.

Syntax

GetDropBoxDefaultsResult = GetDropBoxDefaults(Token)

Usage
Use the GetDropBoxDefaults method to get the preferred FileReceive Link settings.

The following parameters are needed to make the GetDropBoxDefaults call:

o Token (The Token ID returned by the last AccountLogin call).
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/GetDropBoxDefaults"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetDropBoxDefaults xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</GetDropBoxDefaults>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<GetDropBoxDefaultsResponse xmlns="http://api.filesanywhere.com/">
<GetDropBoxDefaultsResult>
<ErrorMessage>string</ErrorMessage>
<ShareDays>int</ShareDays>
<FlagLog>string</FlagLog>
<FlagEmail>string</FlagEmail>
<FlagEmailFromSystem>string</FlagEmailFromSystem>
<EmailSubject>string</EmailSubject>
<EmailBody>string</EmailBody>
<FlagAttachment>string</FlagAttachment>
<FlagReadReceipt>string</FlagReadReceipt>
<FlagOverwrite>string</FlagOverwrite>
<SubFolderNamePrompt>string</SubFolderNamePrompt>
</GetDropBoxDefaultsResult>
</GetDropBoxDefaultsResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<GetDropBoxDefaults xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</GetDropBoxDefaults>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soaplZ2:Body>
<GetDropBoxDefaultsResponse xmlns="http://api.filesanywhere.com/">
<GetDropBoxDefaultsResult>
<ErrorMessage>string</ErrorMessage>
<ShareDays>int</ShareDays>
<FlagLog>string</FlagLog>
<FlagEmail>string</FlagEmail>
<FlagEmailFromSystem>string</FlagEmailFromSystem>
<EmailSubject>string</EmailSubject>
<EmailBody>string</EmailBody>
<FlagAttachment>string</FlagAttachment>
<FlagReadReceipt>string</FlagReadReceipt>
<FlagOverwrite>string</FlagOverwrite>
<SubFolderNamePrompt>string</SubFolderNamePrompt>
</GetDropBoxDefaultsResult>
</GetDropBoxDefaultsResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub GetDropBoxDefaults ()
Dim FAWAPI As New WebReference.FAWAPI
Dim GetDropBoxDefaultsResult As New WebReference.
GetDropBoxDefaultsResult
GetDropBoxDefaultsResult = FAWAPI.GetDropBoxDefaults (Token)

If GetDropBoxDefaultsResult.ErrorMessage <> "" Then
Msgbox GetDropBoxDefaultsResult.ErrorMessage
End If

GetDropBoxDefaultsResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call
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Response

GetDropBoxDefaultsResult

GetDropBoxDefaultsResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the GetDropBoxDefaults

method was executed. If the
GetDropBoxDefaults call was
successful, the ErrorMessage is

blank.

ShareDays integer Number of days the recipient
can access the FileReceive
Link.

FlagLog String A “Y" or “N” Flag indicating

whether each file drop should
be recorded in the File History
Log.

FlagEmail String A “Y” or “N” Flag indicating
whether the FileReceive Link
owner should be notified by
email about each file drop.

FlagEmailFromSystem String A “Y" or “N” Flag indicating
whether the email containing
the FileReceive Link should
have its “Sent From” email
address as the FilesAnywhere
System email address
(indicated by a “Y”) or the
FileReceive Link owners email
address (indicated by a “N”).

EmailSubject String Text that appears in the email
subject.

EmailBody String Message that appears in the
email body.
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FlagAttachment String A “Y" or “N” Flag indicating
whether the FileReceive Link is
included in the text file which is
sent as an attachment in the
email.

FlagReadReceipt String A “Y" or “N” Flag indicating
whether the FileReceive Link
owner is notified when the
recipient clicks on the
FileReceive Link.

FlagOverwrite String A “Y” or “N” flag indicating
whether file drops can overwrite
files of the same name.

SubFolderNamePrompt String The name of the folder which
will be created for the file
drops.
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GetELinkDefaults

This method returns the preferred file share settings.

Syntax

GetELinkDefaultsResult = GetELinkDefaults(Token)

Usage
Use the GetELinkDefaults method to get the preferred file share settings.

The following parameters are needed to make the GetELinkDefaults call:

o Token (The Token ID returned by the last AccountLogin call).
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/GetELinkDefaults"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetELinkDefaults xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</GetELinkDefaults>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length
<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetELinkDefaultsResponse xmlns="http://api.filesanywhere.com/">
<GetELinkDefaultsResult>
<ErrorMessage>string</ErrorMessage>
<ShareDays>int</ShareDays>
<FlagLog>string</FlagLog>
<FlagEmail>string</FlagEmail>
<FlagMediaView>string</FlagMediaView>
<DownloadLimit>int</DownloadLimit>
<FlagViewOnly>string</FlagViewOnly>
<FlagWatermark>string</FlagWatermark>
<WatermarkCenter>string</WatermarkCenter>
<WatermarkBottom>string</WatermarkBottom>
<FlagEmailFromSystem>string</FlagEmailFromSystem>
<EmailSubject>string</EmailSubject>
<EmailBody>string</EmailBody>
<FlagAttachment>string</FlagAttachment>
<FlagReadReceipt>string</FlagReadReceipt>
</GetELinkDefaultsResult>
</GetELinkDefaultsResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<GetELinkDefaults xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</GetELinkDefaults>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<GetELinkDefaultsResponse xmlns="http://api.filesanywhere.com/">
<GetELinkDefaultsResult>
<ErrorMessage>string</ErrorMessage>
<ShareDays>int</ShareDays>
<FlagLog>string</FlagLog>
<FlagEmail>string</FlagEmail>
<FlagMediaView>string</FlagMediaView>
<DownloadLimit>int</DownloadLimit>
<FlagViewOnly>string</FlagViewOnly>
<FlagWatermark>string</FlagWatermark>
<WatermarkCenter>string</WatermarkCenter>
<WatermarkBottom>string</WatermarkBottom>
<FlagEmailFromSystem>string</FlagEmailFromSystem>
<EmailSubject>string</EmailSubject>
<EmailBody>string</EmailBody>
<FlagAttachment>string</FlagAttachment>
<FlagReadReceipt>string</FlagReadReceipt>
</GetELinkDefaultsResult>
</GetELinkDefaultsResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub GetELinkDefaults ()

Dim FAWAPI As New WebReference.FAWAPI

Dim GetELinkDefaultsResult As New WebReference.

GetELinkDefaultsResult

GetELinkDefaultsResult = FAWAPI.GetELinkDefaults (Token)

If GetELinkDefaultsResult.ErrorMessage <> "" Then
Msgbox GetELinkDefaultsResult.ErrorMessage

End If

GetELinkDefaultsResult = Nothing

FAWAPI = Nothing

End Sub

Request Arguments

Name

Data Type Required Description

Token

String Yes The Token ID returned back in the
AccountLogin call

last
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Response

GetELinkDefaultsResult

GetELinkDefaultsResult Properties

Name Data Type

Description

ErrorMessage String

A description of the error, if any
error was encountered while
the GetELinkDefaults method
was executed. If the
GetELinkDefaults call was
successful, the ErrorMessage is
blank

ShareDays integer

Number of days the recipient
can access the FileShare link.

FlagLog String

A “Y" or “N” Flag indicating
whether each file download
should be recorded in the File
History Log.

FlagEmail String

A “Y" or “N” Flag indicating
whether the FileShare owner
should be notified by email
about each file downloaded.

FlagMediaView String

A MMH or “L” or “F" Flag
indicating the way in which the
items will be displayed.

M - MediaFolder View: The
recipients will be able to see
the items as thumbnails,
slideshow, streaming media

L - Media List View: Same as
MediaFolder view, but the items
will be displayed in rows with
comments and search.

F - File Detail View: The item
will be displayed in a plain, row
by row view.

DownloadLimit Integer

The limit on the number of
downloads for each item by the
recipients. A 0 indicates
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unlimited download.

FlagViewOnly String A “Y” or “N” Flag. A “Y”
indicates that the recipient can
only view the items shared by
the user. A “N” allows the
recipient to download files too.

FlagWatermark String A “Y” or “N” flag. A “Y” indicates
that the watermark text
specified by the user appears
on the images and the
documents that is viewed in the
online viewer.

WatermarkCenter String Watermark text that appears at
the center of the item viewed in
the online viewer.

WatermarkBottom String Watermark text that appears at
the bottom of the item viewed
in the online viewer.

FlagEmailFromSystem String A “Y" or “N” Flag indicating
whether the email containing
the FileShare link should have
its “Sent From” email address
as the FilesAnywhere System
email address (indicated by a
“Y”) or the FileShare owners
email address (indicated by a

AAN”).

EmailSubject String Text that appears in the email
subject.

EmailBody String Message that appears in the
email body.

FlagAttachment String A “Y” or “N” Flag indicating

whether the FileShare link is
included in the text file which is
sent as an attachment in the
email.

FlagReadReceipt String A “Y” or “N” Flag indicating
whether the FileShare owner is
notified when the recipient
clicks on the FileShare link.
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GetUserParam

This method returns the userparam. A string of alphanumeric characters representing
permissions for different FilesAnywhere features for a given user.

Syntax

UserParamResult = GetUserParam(Token)

Usage
Use the GetUserParam method to get the userparam for the token provided.

The following parameters are needed to make the GetUserParam call:

e Token (The Token ID returned by the last AccountLogin call).

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/GetUserParam"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetUserParam xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</GetUserParam>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
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Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetUserParamResponse xmlns="http://api.filesanywhere.com/">
<UserParamResult>
<ErrorMessage>string</ErrorMessage>
<UserParam>string</UserParam>
</UserParamResult>
</GetUserParamResponse>
</soap:Body>
</soap:Envelope>

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<GetUserParam xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
</GetUserParam>
</soapl2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<GetUserParamResponse xmlns="http://api.filesanywhere.com/">
<UserParamResult>
<ErrorMessage>string</ErrorMessage>
<UserParam>string</UserParam>
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</UserParamResult>
</GetUserParamResponse>
</soapl2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code

Private Function GetUserParam() As String
Dim FAWAPI As New WebReference.FAWAPI
Dim UserParamResult As New WebReference.UserParamResult
UserParamResult = FAWAPI.GetUserParam (Token)

If UserParamResult.ErrorMessage <> "" Then
MsgBox (UserParamResult.ErrorMessage)
End If

Return UserParamResult.UserParam
End Function

Private Sub GetValFromUserParam (ByVal UserParamPos As Integer)
Dim userparam As String = GetUserParam()
Dim sRtn As String
If userparam.Length < UserParamPos Then
sRtn = " "
Else
sRtn = userparam(UserParamPos - 1)
End If
MsgBox (sRtn)
End Sub

UserParamPos = 13 for webdav enabled

UserParamPos 14 for ftp enabled

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the Ilast
AccountLogin call
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Response

UserParamResult

UserParamResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any error was
encountered while the GetUserParam method was
executed. If the GetUserParam call was successful,
the ErrorMessage is blank

UserParam String The userparam: A string of alphanumeric
characters representing permissions for different
FilesAnywhere features for a given user.
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GroupShareAdd

This function allows the user to share folder under its account or entire account with
other existing FilesAnywhere users.

Syntax

GroupShareAddResult= GroupShareAdd (Token, UserAccountWithWhomToShareFolder,
SharedFolderName, SharedFolderAccessLevel, Notes)

Usage

Use the GroupShareAdd method to share a personal folder with any other
FilesAnywhere account.

The following parameters are needed to make the GroupShareAdd call:
e Token (The Token ID returned by the last AccountLogin call).

o UserAccountWithWhomToShareFolder is the FilesAnywhere Account UserName
with whom the user wants to share its personal folder.

o SharedFolderName is the user’'s personal folder path that the user wants to
share with the FilesAnywhere existing wuser specified in the
UserAccountWithWhomToShareFolder field. If the SharedFolderName is not
specified, then the users root folder is shared with the new user. The
SharedFaolderName should not start with “\” and should not end with “\". For
Example, it should be “abc” or “abc\xyz” or “abc\xyz\1234".

o SharedFolderAccessLevel is the permission flag set for the SharedFolder.
Following are the access levels that can be set for the shared folder:

F - Full Permission. The user can upload, delete and download files.

A - Master access permission. Recipient user can do all as to Full
permission, as well as he can share this folder to other users also.

R - Read-only Permission. The user can only view and download files
from the shared folder.

C - Create and Update Permissions.

P - Preview only, User can Preview the file from Shared folder, User
cannot upload/download the File into Shared folder.
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U - Upload only, User can only upload the files into Shared folder.

o Note is the text that the user wants to attach to the new Group Share folder for
future reference
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/GroupShareAdd"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GroupShareAdd xmlns="http://api.filesanywhere.com/">
<Token>string</Token>

<UserAccountWithWhomToShareFolder>string</UserAccountWithWhomToShareFolder

>
<SharedFolderName>string</SharedFolderName>
<SharedFolderAccessLevel>string</SharedFolderAccessLevel>
<Notes>string</Notes>

</GroupShareAdd>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<GroupShareAddResponse xmlns="http://api.filesanywhere.com/">
<GroupShareAddResult>
<ErrorMessage>string</ErrorMessage>
<GroupShareCreated>boolean</GroupShareCreated>
</GroupShareAddResult>
</GroupShareAddResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<GroupShareAdd xmlns="http://api.filesanywhere.com/">
<Token>string</Token>

<UserAccountWithWhomToShareFolder>string</UserAccountWithWhomToShareFolder

>
<SharedFolderName>string</SharedFolderName>
<SharedFolderAccessLevel>string</SharedFolderAccessLevel>
<Notes>string</Notes>

</GroupShareAdd>
</soapl?2:Body>
</soapl?2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<GroupShareAddResponse xmlns="http://api.filesanywhere.com/">
<GroupShareAddResult>
<ErrorMessage>string</ErrorMessage>
<GroupShareCreated>boolean</GroupShareCreated>
</GroupShareAddResult>
</GroupShareAddResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub ShareFolder ()
Dim FAWAPI As New WebReference.FAWAPI
Dim wsGroupShareAddResult As New WebReference.GroupShareAddResult
wsGroupShareAddResult=wsFAWAPI.GroupShareAdd (Token,
UserAccountWithWhomToShareFolder, SharedFolderName,
SharedFolderAccessLevel, Notes)
If Not wsGroupShareAddResult.GroupShareCreated Or

wsGroupShareAddResult.ErrorMessage <> "" Then
Msgbox wsGroupShareAddResult.ErrorMessage
End If

wsGroupShareAddResult = Nothing
FAWAPI = Nothing
End Sub
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Request Arguments

Name

Data
Type

Required

Description

Token

String Yes

The Token ID returned back in the last
AccountLogin call

UserAccountWithWhomToShareFolder

string Yes

FilesAnywhere Account UserName
with whom the user wants to share its
personal folder

SharedFolderName

String No

User’s personal folder path that the
user wants to share with the
FilesAnywhere existing user specified
in the
UserAccountWithWhomToShareFolder
field. If the SharedFolderName is not
specified then the users root folder is
shared with the new user. The
SharedFaolderName should not start
with “\” and should not end with “\”.
For Example, it should be “abc” or
“abc\xyz” or “abc\xyz\1234"

SharedFolderAccessLevel

String Yes

Shared Folder permission flag.
Following are the access levels that
can be set for the shared folder:

F - Full Permission. The user can
upload, delete and download files.

A - Master access permission.
Recipient user can do all as to Full
permission, as well as he can share
this folder to other users also.

R - Read-only Permission. The user
can only view and download files from
the shared folder.

C - Create and Update Permissions.

P - Preview only, User can Preview
the file from Shared folder, User
cannot upload/download the File into
Shared folder.

U - Upload only, User can only upload
the files into Shared folder.

Notes

string No

Notes that the user wants to attach to
the new Group Share folder for future
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Response

GroupShareAdd

GroupShareResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
creating the group share.

If the GroupShareAdd call was
successful, the ErrorMessage is
blank or null.

GroupShareCreated Boolean Returns true if the Group Share
is Created.
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IndexeditemProperties

This function indicates if the referenced file is page-indexed, for viewing in the Online
Viewer. If the file is indexed, the function returns a value of 1 along with the number of
indexed pages. This function can be used to check the status of a file that has been
queued for indexing.

Syntax

IndexedltemPropertiesResult= IndexedltemProperties(Token, Path)

Usage
Use the IndexedltemProperties method to get the properties of the page-indexed file.

The following parameters are needed to make the IndexedltemProperties call:
e Token (The Token ID returned by the last AccountLogin call).

o Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted like \UserVolume\FolderName\ltemName, where UserVolume is the
FilesAnywhere UserName in whose account the item exists. The function returns
an error like “invalid file extension.” for items of type folder and files without
proper extensions.

Note: Items with extensions like jpg, jpeg, gif, png, bmp, and wmf are always
considered as an indexed file and page count is always 1.

IndexedltemProperties function should be used only for specific file types like all the
Microsoft Office documents, pdf and tif files. The IndexedltemProperties function
returns the item indexing request status and the page count for items with extensions
like doc, ppt, xIs, pdf, tif, vsd, txt, rtf, wri, pub, mpp, mdi, dot, xIt, wql, wks, wk3, wk4,
slk, prn, dif, csv.

Page 172 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /facorpapi/fawapi.asmx HTTP/1.1

Host: 10.10.10.16

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/IndexedItemProperties"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<IndexedItemProperties xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
</IndexedItemProperties>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<IndexedItemPropertiesResponse xmlns="http://api.filesanywhere.com/">
<IndexedItemPropertiesResult>
<ErrorMessage>string</ErrorMessage>
<Indexed>short</Indexed>
<PageNumber>1long</PageNumber>
</IndexedItemPropertiesResult>
</IndexedIltemPropertiesResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /facorpapi/fawapi.asmx HTTP/1.1

Host: 10.10.10.16

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<IndexedItemProperties xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
</IndexedItemProperties>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<IndexedItemPropertiesResponse xmlns="http://api.filesanywhere.com/">
<IndexedItemPropertiesResult>
<ErrorMessage>string</ErrorMessage>
<Indexed>short</Indexed>
<PageNumber>1long</PageNumber>
</IndexedItemPropertiesResult>
</IndexedIltemPropertiesResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub IndexedItemProperties ()

Dim FAWAPI As New WebReference.FAWAPI

Dim IndexedItemPropertiesResult As New WebReference.

IndexedItemProperties

IndexdItemPropertiesResult = FAWAPI.IndexdItemPropertiesResult

(Token, Path)

If IndexdItemPropertiesResult.ErrorMessage IsNot Nothing Then
Msgbox IndexdItemPropertiesResult.ErrorMessage

End If

IndexdItemPropertiesResult = Nothing

FAWAPI = Nothing

End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Path String No Full FilesAnywhere path of the Item in the form

\UserVolume\FolderName\ltemName.

this function.

Please

refer to the usage section of this function for the
list of the items extension that can be passed to
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Response

IndexedltemPropertiesResult

IndexedtemPropertiesResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ItemThumbnail method was
executed. If the ItemThumbnail
call was successful, the
ErrorMessage is blank or null.

Indexed Short Returns that status of the file
that has queued for indexing.
Value 1 indicates that the item
is indexed, O indicates that the
item is being indexed.

PageNumber Long If the file is indexed then the
number of indexed pages is
returned else 1 is returned. If
the User doesn’t have
permission to view the
Documents image and the
Items extension is a valid
document extension then the
number of pages of the sample
document is returned which are
4,

ItemAdvancedProperties

Page 176 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

This method returns the advanced item attributes. This includes Item basic properties,
comments, and the Version Control status if Version Control is enabled.

Syntax

ItemAdvPropertiesResult = temAdvancedProperties(Token, Type, Path)

Usage

Use the ItemAdvancedProperties method to get the advanced attributes of the item.
The following parameters are needed to make the ltemAdvancedProperties call:

e Token (The Token ID returned by the last AccountLogin call).

e Type is the ltem type and can either be a ‘file’ or a ‘folder’.

e Path (Name of the item with the FilesAnywhere Path). The Path should be

formatted like \UserVolume\FolderName\ltemName, where UserVolume is the
FilesAnywhere UserName in whose account the item exists.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemAdvancedProperties"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemAdvancedProperties xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
</ItemAdvancedProperties>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<ItemAdvancedPropertiesResponse xmlns="http://api.filesanywhere.com/">
<ItemsPropertiesResult>
<VC Comments>string</VC_Comments>
<VC CheckoutComments>string</VC CheckoutComments>
<VC_ CheckoutStatusDate>dateTime</VC CheckoutStatusDate>
<VC_CheckoutStatusByName>string</VC CheckoutStatusByName>
</ItemsPropertiesResult>
</ItemAdvancedPropertiesResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: localhost

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemAdvancedProperties xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
</ItemAdvancedProperties>
</soapl?2:Body>
</soapl2:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ItemAdvancedPropertiesResponse xmlns="http://api.filesanywhere.com/">
<ItemsPropertiesResult>
<VC Comments>string</VC_ Comments>
<VC CheckoutComments>string</VC CheckoutComments>
<VC CheckoutStatusDate>dateTime</VC CheckoutStatusDate>
<VC_CheckoutStatusByName>string</VC CheckoutStatusByName>
</ItemsPropertiesResult>
</ItemAdvancedPropertiesResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub getItemAdvancedProperties ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemAdvancedProperties As New WebReference.
ItemAdvancedProperties
ItemAdvProperties Result = FAWAPI.ItemAdvancedProperties (Token,
ItemType, Path)

If ItemAdvProperties.ErrorMessage <> "" Then
Msgbox ItemAdvProperties.ErrorMessage
End If

ItemAdvProperties = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Type String Yes Type can either be a ‘file’ or a ‘folder’

Path String Yes Full FilesAnywhere path of the Item in the form

\UserVolume\FolderName\ltemName
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Response
ItemAdvPropertiesResult

ItemAdvPropertiesResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ItemAdvancedProperties
method was executed. If the
ItemAdvancedProperties  call
was successful, the
ErrorMessage is blank or null.

Size String If the item type is file, size will
contain the file size in MB and
bytes. If the type is folder the
size is null

Count string File and folder count
(subfolders are not included in
the count), if the type is folder
otherwise null.

DateCreated string Date and time when the item
was created.

DateLastModified string Date and time when the item
was last modified.

VC_Comments String Folder version control
comments, if version control is
enabled otherwise blank

VC_CheckoutComments String File checkout comments, if the
type is file and it is checked out.
If the type is folder then blank.

VC_CheckoutStatusDate string File checkout status date, if the
type is file and it is checked out.
If the type is folder then blank.

VC_CheckoutStatusByName String User Name who checked the
file, if the type is file and it is
checked out. If the type is folder
then blank.
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ltemCommentAdd

This method performs two operations based on ParenlD parameter.

a) Add comment of a file/folder.

b) Add Reply of an existing comment for a file/folder.

Syntax

ItemCommentAddResult =
ltemCommentAdd(Token,Path,Comment,FullName,Parentid)

Usage

Use the ItemCommentAdd method to add the comment of an item.

The following parameters are needed to make the ltemCommentAdd call:

Token (The Token ID returned by the last AccountLogin call).

Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted, for file \UserVolume\FolderName\FileName and for folder path
should be \UserVolume\FolderName\, where UserVolume is the FilesAnywhere
UserName in whose account the item exists.

Comment (Comment of a file/folder.)

FullName (Full name of user who is adding comment of an item, If user has not
passed fullname then system will automatically pick up the full name of user
from database.)

Parentld (If user is adding a new comment of an Item then this Parentld should
be O else if user is replying of any existing comment then this Parentld should be
the id of an existing comment.)
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemCommentAdd"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentAdd xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<Comment>string</Comment>
<FullName>string</FullName>
<ParentId>int</ParentId>
</ItemCommentAdd>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentAddResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentAddResult>
<ErrorMessage>string</ErrorMessage>
<CommentAdded>boolean</CommentAdded>
</ItemCommentAddResult>
</ItemCommentAddResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemCommentAdd xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<Comment>string</Comment>
<FullName>string</FullName>
<ParentId>int</ParentId>
</ItemCommentAdd>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemCommentAddResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentAddResult>
<ErrorMessage>string</ErrorMessage>
<CommentAdded>boolean</CommentAdded>
</ItemCommentAddResult>
</ItemCommentAddResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub ItemCommentAdd ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemCommentAddResult As New WebReference.ItemCommentAddResult
ItemCommentAddResult= FAWAPI.ItemCommentAdd (Token,
Path, Comment, fullName, ParentId)
If ITtemCommentAddResult.ErrorMessage IsNot Nothing Then
Msgbox ItemCommentAddResult.ErrorMessage
Exit Sub
End If
If ITtemCommentAddResult.CommentAdded IsNot Nothing Then
Msgbox ItemCommentAddResult.CommentAdded
End If
ItemCommentAddResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Path String Yes Full FilesAnywhere path of the file/folder in the
form \UserVolume\FolderName\FileName or
\UserVolume\FolderName\

Comment String Yes Comment of an Iltem

FullName String No Full name of user who is adding the comment of
an ltem. If user has passed null then system will
pick up the full name of User from database.

Parentid String No If user is adding a new comment of an ltem then
this Parentld should be O else if user is replying of
any exisisting comment then this Parentld should
be the id of exisisting comment.)
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Response

ItemCommentAddResult

ItemCommentAddResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ltemCommentAdd method
was executed. If the
ItemCommentAdd call was
successful, the ErrorMessage is
blank or null.

CommentAdded Boolean If comment is added
successfully then this will return
True else false.

Page 186 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

ltemCommentRemove

This method removes comment of a file/folder.

Syntax

ItemCommentRemoveResult = temCommentRemove(Token, Commentid)

Usage
Use the ItemCommentRemove method to remove the comment of a file/folder.

The following parameters are needed to make the ltemCommentRemove call:
o Token (The Token ID returned by the last AccountLogin call).

e Commentld (Commentld of a comment added on a file/folder )
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemCommentRemove"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentRemove xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<CommentId>int</CommentId>
</ItemCommentRemove>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentRemoveResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentRemoveResult>
<ErrorMessage>string</ErrorMessage>
<CommentRemoved>boolean</CommentRemoved>
</ItemCommentRemoveResult>
</ItemCommentRemoveResponse>
</soap:Body>
</soap:Envelope>

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?2>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ItemCommentRemove xmlns="http://api.filesanywhere.com/">
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<Token>string</Token>
<CommentId>int</CommentId>
</ItemCommentRemove>
</soapl2:Body>

</soapl2:Envelope>

HTTP/1.1 200 OK

Content-Type: application/soap+xml; charset=utf-8

Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemCommentRemoveResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentRemoveResult>
<ErrorMessage>string</ErrorMessage>
<CommentRemoved>boolean</CommentRemoved>
</ItemCommentRemoveResult>
</ItemCommentRemoveResponse>
</soapl?2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub ItemCommentRemove ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemCommentRemoveResult As New
WebReference.ItemCommentRemoveResult
ItemCommentRemoveResult= FAWAPI.ItemCommentRemove (Token, CommentId)
If ItemCommentRemoveResult.ErrorMessage IsNot Nothing Then
Msgbox ItemCommentRemoveResult.ErrorMessage
Exit Sub
End If
If ITtemCommentRemoveResult.CommentRemoved IsNot Nothing Then
Msgbox ItemCommentRemoveResult.CommentRemoved
End If
ItemCommentRemoveResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Commentld Integer Yes Commentld of a comment added on a file/folder.
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Response

ItemCommentRemoveResult

ItemCommentRemoveResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ltemCommentRemove

method was executed. If the
ItemCommentRemove call was
successful, the ErrorMessage is
blank or null.

CommentRemoved Boolean If comment is Removed
successfully then this will return
True else false.
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ItemCommentUpdate

This method Update the comment of a file/folder.

Syntax

ItemCommentUpdateResult = temCommentUpdate(Token,ltemComment,Commentid)

Usage
Use the ltemCommentUpdate method to update the comment of a file/folder.

The following parameters are needed to make the temCommentUpdate call:
o Token (The Token ID returned by the last AccountLogin call).
e |temComment (The updated comment of a file/folder)

e Commentld (Commentld of a comment added on file/folder)
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemCommentUpdate"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentUpdate xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemComment>string</ItemComment>
<CommentId>int</CommentId>
</ItemCommentUpdate>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentUpdateResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentUpdateResult>
<ErrorMessage>string</ErrorMessage>
<CommentUpdated>boolean</CommentUpdated>
</ItemCommentUpdateResult>
</ItemCommentUpdateResponse>
</soap:Body>
</soap:Envelope>

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: 64.156.56.142

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?2>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ItemCommentUpdate xmlns="http://api.filesanywhere.com/">
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<Token>string</Token>
<ItemComment>string</ItemComment>
<CommentId>int</CommentId>
</ItemCommentUpdate>
</soapl2:Body>

</soapl2:Envelope>

HTTP/1.1 200 OK

Content-Type: application/soap+xml; charset=utf-8

Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemCommentUpdateResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentUpdateResult>
<ErrorMessage>string</ErrorMessage>
<CommentUpdated>boolean</CommentUpdated>
</ItemCommentUpdateResult>
</ItemCommentUpdateResponse>
</soapl?2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub ItemCommentUpdate ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemCommentUpdateResult As New
WebReference.ItemCommentUpdateResult
ItemCommentUpdateResult=
FAWAPI.ItemCommentUpdate (Token, ItemComment, CommentId)
If ITtemCommentUpdateResult.ErrorMessage IsNot Nothing Then
Msgbox ItemCommentUpdateResult.ErrorMessage
Exit Sub
End If
If ITtemCommentUpdateResult.CommentUpdated IsNot Nothing Then
Msgbox ItemCommentUpdateResult.CommentUpdated
End If
ItemCommentUpdateResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

ItemComment String Yes Updated comment of an ltem

Commentld Integer Yes Commentld of a comment added on a file/folder.

Page 195 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

Response

ItemCommentUpdateResult

ItemCommentUpdateResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ltemCommentupdate

method was executed. If the
ItemCommentUpdate call was
successful, the ErrorMessage is
blank or null.

CommentUpdated Boolean If comment is Updated
successfully then this will return
True else false.
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ltemCommentsList

This method returns the comments list of a file/folder.
Syntax

ItemCommentsListResult = temCommentsList(Token,ltemPath)

Usage
Use the ltemCommentsList method to get the comments list of an item.

The following parameters are needed to make the ltemCommentsList call:
e Token (The Token ID returned by the last AccountLogin call).

e |temPath (Name of the file/folder with the FilesAnywhere Path). The Path should
be formatted, for file \UserVolume\FolderName\FileName and for folder path
should be \UserVolume\FolderName\, where UserVolume is the FilesAnywhere
UserName in whose account the item exists.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemCommentsList"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentsList xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemPath>string</ItemPath>
</ItemCommentsList>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemCommentsListResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentsListResult>
<ErrorMessage>string</ErrorMessage>
<CommentList>xmlxml</CommentList>
</ItemCommentsListResult>
</ItemCommentsListResponse>
</soap:Body>
</soap:Envelope>

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?2>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">

<soapl2:Body>
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<ItemCommentsList xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<ItemPath>string</ItemPath>
</ItemCommentsList>
</soapl2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemCommentsListResponse xmlns="http://api.filesanywhere.com/">
<ItemCommentsListResult>
<ErrorMessage>string</ErrorMessage>
<CommentList>xmlxml</CommentList>
</ItemCommentsListResult>
</ItemCommentsListResponse>
</soapl?2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code

Private Sub ItemCommentsList ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemCommentsListResult As New
WebReference.ItemCommentsListResult
ItemCommentsListResult= FAWAPI.ItemCommentsList (Token, ItemPath)
If ITtemCommentsListResult.ErrorMessage IsNot Nothing Then
Msgbox ItemCommentsListResult.ErrorMessage
Exit Sub
End If
If ItemCommentsListResult.CommentList IsNot Nothing Then
Dim dtTemp As New System.Data.DataTable ()
dtTemp = ItemCommentsListResult.CommentList
End If
ItemCommentsListResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the Ilast

Page 199 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com




FilesAnywhere

AccountLogin call

ItemPath String Yes Full FilesAnywhere path of the file/folder in the
form \UserVolume\FolderName\FileName  or
\UserVolume\FolderName\

Response

ItemCommentsListResultitemCommentsListResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ItemCommentsList method
was executed. If the
ItemCommentsList call was
successful, the ErrorMessage is
blank or null.

CommentList Return the XML string. List of comments whose

structure is shown as below.

A CommentList has the following properties:

Property Name Data Type Description

ID Int Id of Comment

Comment String Comment added by user

CreatedBy String User name who has created this comment
CreatedOn DateTime Date on which comment created

Parentld Int Value in the parent id represent comment id of

document

existing comment (reply of an existing comment)
else it will be 0 means it is comment of a
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ItemDescription

This method returns comment of input file/folder.

Syntax

ItemlmageResult = ItemDescription(Token,Path)

Usage
Use the ltemDescription method to get the description of item.

The following parameters are needed to make the ltemDescription call:
o Token (The Token ID returned by the last AccountLogin call).

o Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted like \UserVolume\FolderName\ltemName, where UserVolume is the
FilesAnywhere UserName in whose account the item exists.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemDescription"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemDescription xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
</ItemDescription>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemDescriptionResponse xmlns="http://api.filesanywhere.com/">
<ItemDescriptionResult>
<ErrorMessage>string</ErrorMessage>
<Comment>string</Comment>
</ItemDescriptionResult>
</ItemDescriptionResponse>
</soap:Body>
</soap:Envelope>

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?2>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soapl2:Body>
<ItemDescription xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
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<Path>string</Path>
</ItemDescription>
</soapl2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>

<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemDescriptionResponse xmlns="http://api.filesanywhere.com/">
<ItemDescriptionResult>
<ErrorMessage>string</ErrorMessage>
<Comment>string</Comment>
</ItemDescriptionResult>
</ItemDescriptionResponse>
</soapl?2:Body>
</soapl2:Envelope>

Sample Visual Basic.Net Code

Private Sub getItemDescription ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemDescriptionResult As New
WebReference.ItemDescriptionResult
ItemDescriptionResult= FAWAPI.ItemDescription (Token, Path)
If ItemDescriptionResult.ErrorMessage IsNot Nothing Then
Msgbox ItemDescriptionResult.ErrorMessage
Exit Sub
End If
If ItemDescriptionResult.Comment IsNot Nothing Then
Msgbox ItemDescriptionResult.Comment
End If
ItemDescriptionResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the Ilast
AccountLogin call

Path String No Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\ltemName or
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‘ ‘ | \UserVolume\FolderName\

Response
ItemDescriptionResult

ItemDescriptionResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ItemComment method was
executed. If the ltemDescription
call was successful, the
ErrorMessage is blank or null.

Comment String Comment of the item as string.
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ItemDescriptionAdd

This method adds description of a file/folder.
Syntax

ItemDescriptionAddResult = ltemDescriptionAdd(Token,Path,Description)

Usage
Use the ItemDescriptionAdd method to add the description of an item.

The following parameters are needed to make the ltemDescriptionAdd call:

o Token (The Token ID returned by the last AccountLogin call).

e Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted like, for file: \UserVolume\FolderName\FileName and for folder:
\UserVolume\FolderName\, where UserVolume is the FilesAnywhere UserName
in whose account the file/folder exists.

o Description (Description of a file/folder)
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemDescriptionAdd"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemDescriptionAdd xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<Description>string</Description>
</ItemDescriptionAdd>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ItemDescriptionAddResponse xmlns="http://api.filesanywhere.com/">
<ItemDescriptionAddResult>
<ErrorMessage>string</ErrorMessage>
<DescriptionAdded>boolean</DescriptionAdded>
</ItemDescriptionAddResult>
</ItemDescriptionAddResponse>
</soap:Body>
</soap:Envelope>

SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?2>

<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">

Page 206 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

<soaplZ2:Body>
<ItemDescriptionAdd xmlns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<Description>string</Description>
</ItemDescriptionAdd>
</soapl2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<ItemDescriptionAddResponse xmlns="http://api.filesanywhere.com/">
<ItemDescriptionAddResult>
<ErrorMessage>string</ErrorMessage>
<DescriptionAdded>boolean</DescriptionAdded>
</ItemDescriptionAddResult>
</ItemDescriptionAddResponse>
</soapl?2:Body>
</soapl?2:Envelope>

Sample Visual Basic.Net Code

Private Sub ItemDescriptionAdd ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemDescriptionAddResult As New
WebReference.ItemDescriptionAddResult
ItemDescriptionAddResult=
FAWAPI.ItemDescriptionAdd (Token,Path,Description)
If ItemDescriptionAddResult.ErrorMessage IsNot Nothing Then
Msgbox ItemDescriptionAddResult.ErrorMessage
Exit Sub
End If
If ItemDescriptionAddResult.Comment IsNot Nothing Then
Msgbox ItemDescriptionAddResult.DescriptionAdded
End If
ItemDescriptionAddResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description
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Token String Yes The Token ID returned back in the Ilast
AccountLogin call

Path String Yes Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\FileName or
\UserVolume\FolderName\

Description String Yes Description of a file/folder.

Response

ItemDescriptionAddResult

ItemDescriptionAddResult Properties

Name Data Type

Description

ErrorMessage String

A description of the error, if any
error was encountered while
the ItemDescriptionAdd method
was executed. If the
ItemDescriptionAdd call was
successful, the ErrorMessage is
blank or null.

DescriptionAdded Boolean

If Description of a file/folder is
added successfully then this
parameter will return True else
False.
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Itemimage

This m

ethod returns an image of the referenced page within the referenced file. It only

returns an image if the file is done indexing.

Syntax

ItemlmageResult = Itemimage(Token, Type, Path, PageNumber, DesiredimageHeight,
DesiredimageWidth, ZoomPercentage)

Usage

Use the ltemimage method to get the image of the item.

The fol

lowing parameters are needed to make the Itemimage call:
Token (The Token ID returned by the last AccountLogin call).
Type is the Iltem type and can either be a ‘file’ or a ‘folder’.

Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted like \UserVolume\FolderName\ltemName, where UserVolume is the
FilesAnywhere UserName in whose account the item exists.

PageNumber. The Item Page whose image needs to be returned. The Page
number passed should always be equal to or less that the item’s total page
count. If Page number passed is greater that the actual page count then the
image of the last page is returned and if the page number passed is O or less
than O then the first page of the indexed item is returned.

DesiredimageHeight is the height of the items image that the user wants to set.
DesiredimageWidth is the width of the items image that the user wants to set.

ZoomPercent is the percentage of the original image size that is returned.
DesiredimageHeight and DesiredimageWidth are ignored if the
ZoomPercentage passed is not equal to zero. If the zoom percentage is set to
100 or if it is set to O and the DesiredimageHeight and DesiredimageWidth are
set to a value greater than the actual Item height and width then the original
image is returned. To zoom in or zoom out of an item image, pass the
DesiredimageHeight, DesiredimageWidth and zoomPercentage as -1 or pass
DesiredimageHeight and DesiredimageWidth as 0 and ZoomPercentage greater
than 0. The image size returned for some item types like Microsoft Office files is
very large. To scale only the width of such item images so that it fits the screen
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width, pass the screen width as the DesiredimageWidth and ZoomPercentage
as -2.

Note: Paging works only for specific file types like all the Microsoft Office documents,
pdf, tif files. The paging works for items with extensions like doc, ppt, xlIs, pdf, tif, vsd,
txt, rtf, wri, pub, mpp, mdi, dot, xit, wql, wks, wk3, wk4, slk, prn, dif, csv. For items with
extensions like jpg, jpeg, gif, png, bmp and wmf a valid image of the first page is
returned.

If the item’s extension is a valid document extension as listed above and if the user
doesn’t have permission to view the document image the images of the sample
documents are returned.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPl.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/Itemimage"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemIimage xmins="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
<PageNumber>long</PageNumber>
<DesiredimageHeight>int</DesiredimageHeight>
<DesiredimageWidth>int</DesiredImageWidth>
<ZoomPercent>int</ZoomPercent>
</ltemimage>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemimageResponse xmiIns="http://api.filesanywhere.com/">
<ltemlmageResult>
<ErrorMessage>string</ErrorMessage>
<ImageStream>base64Binary</ImageStream>
</ltemlmageResult>
</ltemlmageResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPl.asmx HTTP/1.1

Host: localhost

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<ltemImage xmins="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
<PageNumber>long</PageNumber>
<DesiredimageHeight>int</DesiredimageHeight>
<DesiredimageWidth>int</DesiredImageWidth>
<ZoomPercent>int</ZoomPercent>
</ltemimage>
</soap12:Body>
</soap12:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<ltemimageResponse xmiIns="http://api.filesanywhere.com/">
<ltemlmageResult>
<ErrorMessage>string</ErrorMessage>
<ImageStream>base64Binary</ImageStream>
</ltemlmageResult>
</ltemlmageResponse>
</soap12:Body>
</soap12:Envelope>
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Sample Visual Basic.Net Code

Private Sub getItemImage ()
Dim FAWAPI As New WebReference.FAWAPI
Dim ItemImageResult As New WebReference.ItemImageResult
ItemImageResult = FAWAPI. ItemImageResult (Token, ItemType, Path,
PageNumber, DesiredImageheight, DesiredImageWidth, ZoomPercentage)
If ItemImageResult.ErrorMessage IsNot Nothing Then
Msgbox ItemImageResult.ErrorMessage
End If
ItemImageResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token ID returned back in the last
AccountLogin call

Type String Yes Type can either be a ‘file’ or a ‘folder’

Path String No Full FilesAnywhere path of the Item in the form

\UserVolume\FolderName\ltemName. If the path
is blank and the type is folder then the folder
image is returned else if the type is file the path is
required.

PageNumber long Yes For some file types with extensions like jpg, jpeg,
gif, png, bmp, wmf the image returned be always
for the first page. For items like Microsoft office
files or pdf or tif files, the image returned will be of
the specified page number.

DesiredimageHeight | integer Yes Image returned will have height as passed in
DesiredimageHeight

DesiredimageHeight | integer Yes Image returned will have width as passed in
DesiredimageWidth

ZoomPercentage Integer Yes The image returned can be zoomed in or out by
passing value in the ZoomPercentage. For all other
possible combinations please refer to the usage
section of this function.
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Response

ItemlmageResult

ItemimageResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the Itemlmage method was
executed. If the Itemlmage call
was successful, the
ErrorMessage is blank or null.

ImageStream Byte Array Itemimage image of the item
as byte array.
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ItemProperties

This method returns the basic item attributes. This includes: the complete folder path,
the file size, file and folder count under the folder, create datetime and last updated
date. The Date that is returned is always in Eastern Time.

Syntax

ItemPropertiesResult = ltemProperties(Token, Type, Path)

Usage
Use the IltemProperties method to get the basic attributes of the item.
The following parameters are needed to make the ltemProperties call:
e Token (The Token ID returned by the last AccountLogin call).
o Type is the Item type and can either be a ‘file’ or a ‘folder’.

e Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted like \UserVolume\FolderName\ltemName, where UserVolume is the
FilesAnywhere UserName in whose account the item exists.

Page 215 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPl.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemProperties"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemProperties xmIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
</ltemProperties>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemPropertiesResponse xmins="http://api.filesanywhere.com/">
<ltemsPropertiesResult>
<ErrorMessage>string</ErrorMessage>
<Size>string</Size>
<Count>string</Count>
<DateCreated>dateTime</DateCreated>
<DatelLastModified>dateTime</DateLastModified>
</ItemsPropertiesResult>
</ItemPropertiesResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPl.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ItemProperties"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemProperties xmIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
</ltemProperties>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemPropertiesResponse xmins="http://api.filesanywhere.com/">
<ltemsPropertiesResult>
<ErrorMessage>string</ErrorMessage>
<Size>string</Size>
<Count>string</Count>
<DateCreated>dateTime</DateCreated>
<DatelLastModified>dateTime</DateLastModified>
</ItemsPropertiesResult>
</ItemPropertiesResponse>
</soap:Body>
</soap:Envelope>
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Sample Visual Basic.Net Code

Private Sub getItemProperties ()

Dim FAWAPI As New WebReference.FAWAPI

Dim ItemPropertiesResult As New WebReference. ItemPropertiesResult
ItemPropertiesResult = FAWAPI.Deleteltems (Token, ItemType, Path)
If ItemPropertiesResult.ErrorMessage <> "" Then

Msgbox ItemPropertiesResult.ErrorMessage

End If
ItemPropertiesResult = Nothing
FAWAPI = Nothing

End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call

Type String Yes Type can either be a ‘file’ or a ‘folder’

Path String Yes Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\ltemName

Response
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ItemPropertiesResult

ItemPropertiesResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ltemProperties method was
executed. If the ItemProperties
call was successful, the
ErrorMessage is blank or null.

Size String If the item type is file, size will
contain the file size in MB and
bytes. If the type is folder the
Size is null

Count string File and folder count
(subfolders are not included in
the count), if the type is folder
otherwise null.

DateCreated string Date and time in Eastern time
when the item was created.

DateLastModified string Date and time in Eastern time
when the item was last
modified.
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ItemThumbnail

This method returns a thumbnail for the item. For image files and documents indexed
for the Online Viewer, the thumbnail will be a small picture of the first page of the file.
For folders, a folder icon is returned.

Syntax

ItemThumbnailResult = temThumbnail(Token, Type, Path)

Usage

Use the ItemThumbnail method to get the thumbnail image of the item.

The following parameters are needed to make the ltemThumbnail call:
o Token (The Token ID returned by the last AccountLogin call).

o Type is the Item type and can either be a ‘file’ or a ‘folder’.

e Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted like \UserVolume\FolderName\ltemName, where UserVolume is the
FilesAnywhere UserName in whose account the item exists.

Page 220 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPIl.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/ltemThumbnail"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemThumbnail xmIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
</ltemThumbnail>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ltemThumbnailResponse xmIns="http://api.filesanywhere.com/">
<ltemThumbnailResult>
<ErrorMessage>string</ErrorMessage>
<ImageStream>base64Binary</ImageStream>
</ltemThumbnailResult>
</ltemThumbnailResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /FACORPAPI/FAWAPl.asmx HTTP/1.1

Host: localhost

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<ltemThumbnail xmIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Type>string</Type>
<Path>string</Path>
</ItemThumbnail>
</soap12:Body>
</soap12:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<ltemThumbnailResponse xmIns="http://api.filesanywhere.com/">
<ltemThumbnailResult>
<ErrorMessage>string</ErrorMessage>
<ImageStream>base64Binary</ImageStream>
</ltemThumbnailResult>
</ltemThumbnailResponse>
</soap12:Body>
</soap12:Envelope>
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Sample Visual Basic.Net Code

Private Sub getItemThumbnail ()

Dim FAWAPI As New WebReference.FAWAPI
Dim ItemThumbnailResult As New WebReference. ItemThumbnailResult
ItemThumbnailResult = FAWAPI.ItemThumbnail (Token, ItemType, Path)
If ItemThumbnailResult.ErrorMessage IsNot Nothing Then
Msgbox ItemThumbnailResult.ErrorMessage
End If
ItemThumbnailResult = Nothing
FAWAPI = Nothing

End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call

Type String Yes Type can either be a ‘file’ or a ‘folder’

Path String Yes Full FilesAnywhere path of the Item in the form

\UserVolume\FolderName\ltemName
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Logout

This method logs you out from your FilesAnywhere account for the current API session.

Syntax

LogoutResult = Logout(Token)

Usage

Use the Logout method to end your current FilesAnywhere API session. After you call
this method, the Token ID received in the last AccountLogin call cannot be used for any
subsequent API calls.

The following parameters are needed to make the Logout call:

o Token (The Token ID returned by the last AccountLogin call).
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8
Content-Length: length

SOAPAction: "http://api.filesanywhere.com/Logout"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Logout xmiIns="http://api.filesanywhere.com/">
<Token>string</Token>
</Logout>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<LogoutResponse xmins="http://api.filesanywhere.com/">
<LogoutResult>
<ErrorMessage>string</ErrorMessage>
<LoggedOut>boolean</LoggedOut>
</LogoutResult>
</LogoutResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<Logout xmiIns="http://api.filesanywhere.com/">
<Token>string</Token>
</Logout>
</soap12:Body>
</soap12:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<LogoutResponse xmins="http://api.filesanywhere.com/">
<LogoutResult>
<ErrorMessage>string</ErrorMessage>
<LoggedOut>boolean</LoggedOut>
</LogoutResult>
</LogoutResponse>
</soap12:Body>
</soap12:Envelope>
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Sample Visual Basic.Net Code

Private Sub Logout ()

Dim FAWAPI As New WebReference.FAWAPI
Dim LogoutResult As New WebReference.LogoutResult
LogoutResult = FAWAPI.Logout (Token)
If not LogoutResult.LoggedOut Or LogoutResult.ErrorMessage <> ""

Then

Msgbox LogoutResult.ErrorMessage

End If

LogoutResult = Nothing

FAWAPI = Nothing

End Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call

Response

LogoutResult
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LogoutResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered during
the Logout method was
executed. If the Logout call was
successful, the ErrorMessage is

blank

LoggedOut Boolean True or False indicating whether
the Logout call was a success
or a failure

Page 228 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

Paste

This method pastes items from the clipboard into a specified folder. ltems must exist in
the clipboard from a previous Coptltems or Cutltems call. A successful call also empties
the clipboard.

Syntax

PasteResult = Paste(Token, Path)

Usage

Use the Paste method after a Copyltems or Cutltems call to paste the items in the
clipboard into a specified folder.

The following parameters are needed to make the Paste call:
e Token (The Token ID returned by the last AccountLogin call).

e Path (Full FilesAnywhere Path). This is the FilesAnywhere Path of the folder
where the clipboard items will be pasted. The Path should be formatted like
\UserVolume\FolderName, where UserVolume is the FilesAnywhere UserName
in whose account the items will be pasted and FolderName is the folder or
subfolder where the items will be pasted.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8
Content-Length: length

SOAPAction: "http://api.filesanywhere.com/Paste"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Paste xmIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
</Paste>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<PasteResponse xmIns="http://api.filesanywhere.com/">
<PasteResult>
<ErrorMessage>string</ErrorMessage>
<Pasted>boolean</Pasted>
</PasteResult>
</PasteResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<Paste xmIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
</Paste>
</soap12:Body>
</soap12:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<PasteResponse xmIns="http://api.filesanywhere.com/">
<PasteResult>
<ErrorMessage>string</ErrorMessage>
<Pasted>boolean</Pasted>
</PasteResult>
</PasteResponse>
</soap12:Body>
</soap12:Envelope>
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Sample Visual Basic.Net Code

Private Sub Paste ()

Dim FAWAPI As New WebReference.FAWAPI
Dim PasteResult As New WebReference.PasteResult

PasteResult =

FAWAPI.Paste (Token, Path)

If not PasteResult.Pasted Or PasteResult.ErrorMessage <> "" Then
Msgbox PasteResult.ErrorMessage

End If

PasteResult =
FAWAPI = Nothing

End Sub

Request Arguments

Nothing

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call

Path String Yes Full FilesAnywhere path of the folder or subfolder
in the form \UserVolume\FolderName

Response

PasteResult
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PasteResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the Paste method was
executed. If the Paste call was
successful, the ErrorMessage is
blank

Pasted Boolean True or False indicating whether
the Paste call was a success or
a failure
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Renameltem

This method renames an item.

Syntax

RenameltemResult = Renameltem(Token, Path, Type, NewName)

Usage
Use the Renameltem method to rename a file or a folder.

The following parameters are needed to make the Renameltem call:

e Token (The Token ID returned by the last AccountLogin call).

e Path (Full FilesAnywhere Path). This is the FilesAnywhere Path of the item to be
renamed. The Path should be formatted like
\UserVolume\FolderName\ltemName, where UserVolume is the FilesAnywhere
UserName in whose account the item exists.

o Type (Type of the item to be renamed). The Type can be a ‘file’ or a ‘folder’.

o NewName (The new name for the file or the folder).
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/Renameltem"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<Renameltem xmlIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<Type>string</Type>
<NewName>string</NewName>
</Renameltem>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<RenameltemResponse xmIns="http://api.filesanywhere.com/">
<RenameltemResult>
<ErrorMessage>string</ErrorMessage>
<Renamed>boolean</Renamed>
</RenameltemResult>
</RenameltemResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<Renameltem xmlIns="http://api.filesanywhere.com/">
<Token>string</Token>
<Path>string</Path>
<Type>string</Type>
<NewName>string</NewName>
</Renameltem>
</soap12:Body>
</soap12:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<RenameltemResponse xmIns="http://api.filesanywhere.com/">
<RenameltemResult>
<ErrorMessage>string</ErrorMessage>
<Renamed>boolean</Renamed>
</RenameltemResult>
</RenameltemResponse>
</soap12:Body>
</soap12:Envelope>
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Sample Visual Basic.Net Code

Private Sub Renameltem/()

End

Dim FAWAPI As New WebReference.FAWAPI
Dim RenameltemResult As New WebReference.RenameltemResult
RenameItemResult = FAWAPI.Renameltem(Token, Path, Type, NewName)
If not RenameltemResult.renamed Or RenameltemResult.ErrorMessage
<> "" Then

Msgbox RenamelItemResult.ErrorMessage
End If
RenameItemResult = Nothing
FAWAPI = Nothing
Sub

Request Arguments

Name Data Type Required Description

Token String Yes The Token |ID returned back in the last
AccountLogin call

Path String Yes Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\ltemName

Type String Yes Type can either be a ‘file’ or a ‘folder’

NewName String Yes The new name for the file or folder in question

Response

RenameltemResult
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RenameltemResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the Renameltem method was
executed. If the Renameltem
call was successful, the
ErrorMessage is blank

Renamed Boolean True or False indicating whether
the Renameltem call was a
success or a failure
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RequestDoclIndexing

This function sends the system a request to index the referenced file. The system
processes these requests in a queue. Once the document pages are indexed for
viewing, the ItemThumbnaillmage or Itemlmage function may be called to return the
page image(s) in the file.

Syntax

IndexedltemPropertiesResult= IndexedltemProperties(Token, Path)

Usage
Use the RequestDoclndexing method to send a request to index the referenced file.

The following parameters are needed to make the RequestDoclndexing call:
e Token (The Token ID returned by the last AccountLogin call).

e ltemsTolndex is an array of type Iltem. An item is defined by the following
parameter:

o Path (Name of the item with the FilesAnywhere Path). The Path should be
formatted like \UserVolume\FolderName\ltemName, where UserVolume
is the FilesAnywhere UserName in whose account the item exists. The
function submits items with a valid document extension as listed below
for indexing.

Note: Items with extensions like jpg, jpeg, gif, png, bmp and wmf are always considered
as an indexed file and page counts is always 1 and are never submitted for indexing.

RequestDocIndexing function should be used only for specific file types like all the
Microsoft Office documents, pdf and tif files. The valid document extensions are doc,
ppt, xIs, pdf, tif, vsd, txt, rtf, wri, pub, mpp, mdi, dot, xIt, wql, wks, wk3, wk4, slk, prn,
dif, csv.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown
need to be replaced with actual values.

POST /facorpapi/fawapi.asmx HTTP/1.1

Host: 10.10.10.16

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/RequestDocIndexing"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<RequestDocIndexing xmlIns="http://api.filesanywhere.com/">
<Token>string</Token>
<ltemsTolndex>
<ltem>
<Path>string</Path>
</ltem>
<ltem>
<Path>string</Path>
</ltem>
</ltemsTolndex>
</RequestDocIndexing>
</soap:Body>
</soap:Envelope>

HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<RequestDocIndexingResponse xmIns="http://api.filesanywhere.com/">
<DoclndexingResult>
<ErrorMessage>string</ErrorMessage>
<SuccessCount>int</SuccessCount>
</DoclIndexingResult>
</RequestDoclndexingResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown
need to be replaced with actual values.

POST /facorpapi/fawapi.asmx HTTP/1.1

Host: 10.10.10.16

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmIins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<RequestDocIndexing xmlIns="http://api.filesanywhere.com/">
<Token>string</Token>
<ltemsTolndex>
<ltem>
<Path>string</Path>
</ltem>
<ltem>
<Path>string</Path>
</ltem>
</ltemsTolndex>
</RequestDocIndexing>
</soap12:Body>
</soap12:Envelope>

HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap12:Envelope xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap12="http://www.w3.0rg/2003/05/soap-envelope">
<soap12:Body>
<RequestDocIndexingResponse xmIns="http://api.filesanywhere.com/">
<DoclndexingResult>
<ErrorMessage>string</ErrorMessage>
<SuccessCount>int</SuccessCount>
</DoclIndexingResult>
</RequestDoclndexingResponse>
</soap12:Body>
</soap12:Envelope>
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Sample Visual Basic.Net Code

Private Sub RequestDocIndexing ()

Dim FAWAPI As New WebReference.FAWAPI
Dim DocIndexingResult As New WebReference.DocIndexingResult
DocIndexingResult=FAWAPI.RequestDocIndexingResult (Token,
ItemsToIndex)
If DocIndexingResult.ErrorMessage IsNot Nothing Then
Msgbox DocIndexingResult.ErrorMessage
End If
DocIndexingResult = Nothing
FAWAPI = Nothing

End Sub

Request Arguments

Name Data Type Required Description
Token String Yes The Token ID returned back in the last
AccountLogin call
ItemsTolndex Array of type | Yes An array of items Path.
Item

An Item has the following properties:

Property Name

Data Type

Required

Description

Path

String

Yes

Full FilesAnywhere path of the Item in the form
\UserVolume\FolderName\ltemName. Please
refer to the usage section of this function for the
list of the items extension that can be passed to
this function.
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Response

DoclndexingResult

DocindexingResults Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error was encountered while
the ItemThumbnail method was
executed. If the ItemThumbnail
call was successful, the
ErrorMessage is blank or null.

SuccessCount int Returns that items count that is
submitted for indexing.
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SAMLAccountLogin

This method logs you in to your FilesAnywhere account using SAML 2.0 security token
and starts an API session. It returns back a Token ID which must be used for
subsequent API calls.

Syntax
LoginResult = SAMLAccountLogin(APlkey, EmailAddress, SAMLToken)

Usage

Use the SAMLAccountLogin call to login to your FilesAnywhere account using SAML 2.0
security token and start a client API session. A client application must first login and
obtain a Token ID before making other API calls.

The following parameters are needed to make the SAMLAccountLogin call:

e APIKey (A Developer APl Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key).

o EmailAddress (Email address used for Single Sign-On integration). This is the
email address configured in Identity provider(Active Directory, OneLogin, etc.) for
user’s identity.

e SAMLToken. This is the SAML 2.0 security token received from identity provider
(Active Directory Federation Service, OnelLogin etc.) for FilesAnywhere
application after authentication.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced
with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: dev.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/SAMLAccountLogin"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<SAMLAccountLogin xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
<SAMLToken>string</SAMLToken>
</SAMLAccountLogin>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<SAMLAccountLoginResponse xmlns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</SAMLAccountLoginResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced
with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: dev.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<SAMLAccountLogin xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
<SAMLToken>string</SAMLToken>
</SAMLAccountLogin>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<SAMLAccountLoginResponse xmlns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</SAMLAccountLoginResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub SAMLAccountLogin ()
Dim FAWAPI As New WebReference.FAWAPI
Dim LoginResult As New WebReference.LoginResult

LoginResult = FAWAPI.SAMLAccountLogin (APIKey, EmailAddress,

SAML20SecurityToken)

If LoginResult.ErrorMessage <> "" Then
Msgbox LoginResult.ErrorMessage

Else

Dim Token As String =

End If

LoginResult = Nothing

FAWAPI = Nothing

End Sub

Request Arguments

LoginResult.Token

Name Data Type Required Description

APIKey String Yes A Developer API Key. The “Getting Started” section
describes how to obtain a Developer API Key

EmailAddress String Yes Email address used for Single Sign-On integration
and configured into identity provider settings for
user.

SAMLToken String Yes SAML security token received from identity
provider after authentication.
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Response

LoginResult

LoginResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
encountered while the
SAMLAccountLogin method
was executed. If the

SAMLAccountLogin call was
successful, the ErrorMessage is
blank.

Token String A Token ID to be used in
subsequent API calls

ClientEncryptedPassword String This will be always blank and
not applicable for Single Sign-
On authentication.
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GoogleOAuthAccountLogin

This method logs you in to your FilesAnywhere account using GoogleOAuth security
code and starts an API session. It returns back a Token ID which must be used for
subsequent API calls.

Syntax

LoginResult = GoogleOAuthAccountLogin(APlkey, EmailAddress, OAuthCode,
ApplicationType)

Usage

Use the GoogleOAuthAccountLogin call to login to your FilesAnywhere account using
GoogleOAuth code and start a client API session. A client application must first login
and obtain a Token ID before making other API calls.

The following parameters are needed to make the GoogleOAuthAccountLogin call:

o APIKey (A Developer API Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key).

o EmailAddress (Email address used for Single Sigh-On integration). This is the
email address configured in Google account for user’s identity.

o OAuthCode. This is the Google autheorization code received from Google for
FilesAnywhere application after authentication.

o ApplicationType. Based on the calling application type parameter value needs to
pass. Possible values are as below:

O Native Applications: 1

= Native application covers all installed applications like Windows
app, Androied app, iOS app etc.

O FilesAnywhere Mobile Web app: 2
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/GoogleOAuthAccountLogin"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GoogleOAuthAccountLogin xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
<GoogleOAuthCode>string</GoogleOAuthCode>
<ApplicationType>int</ApplicationType>
</GoogleOAuthAccountLogin>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/socap/envelope/">
<soap:Body>
<GoogleOAuthAccountLoginResponse
xmlns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</GoogleOAuthAccountLoginResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<GoogleOAuthAccountLogin xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
<GoogleOAuthCode>string</GoogleOAuthCode>
<ApplicationType>int</ApplicationType>
</GoogleOAuthAccountLogin>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soapl2:Body>
<GoogleOAuthAccountLoginResponse
xmlns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</GoogleOAuthAccountLoginResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub GoogleOAuthAccountLogin ()
Dim FAWAPI As New WebReference.FAWAPI
Dim LoginResult As New WebReference.LoginResult

LoginResult = FAWAPI.GoogleOAuthAccountLogin (APIKey, EmailAddress,
GoogleOAuthCode, AppType)
If LoginResult.ErrorMessage <> "" Then
Msgbox LoginResult.ErrorMessage
Else
Dim Token As String = LoginResult.Token
End If
LoginResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

APIKey String Yes A Developer API Key. The “Getting Started” section
describes how to obtain a Developer API Key

EmailAddress String Yes Email address used for Single Sign-On integration
and configured into identity provider settings for
user.

GoogleOAuthCode String Yes GoogleOAuth code received from Google after

authentication.

ApplicationType Int Yes Value could be:
1 for Native installed applications

2 for FilesAnywhere Mobile web app
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Response

LoginResult

LoginResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error encountered while the
GoogleOauthAccountLogin
method was executed. If the
GoogleOAuthAccountLogin call
was successful, the
ErrorMessage is blank.

Token String A Token ID to be used in
subsequent Pl calls

ClientEncryptedPassword String This will be always blank and
not applicable for Single Sign-
On authentication.

Page 253 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

LDAPAccountLogin

This method logs you in to your FilesAnywhere account using LDAP credentials and
starts an API session. It returns back a Token ID which must be used for subsequent
API calls.

Syntax
LoginResult = LDAPAccountLogin(APlkey, EmailAddress, UserName, Password)

Usage

Use the LDAPAccountLogin call to login to your FilesAnywhere account using LDAP
credentials and start a client API session. A client application must first login and
obtain a Token ID before making other API calls.

The following parameters are needed to make the GoogleOAuthAccountLogin call:

e APIKey (A Developer APl Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key).

o EmailAddress (Email address used for Single Sign-On integration). This is the
email address configured in LDAP server for user’s identity.

o UserName (LDAP UserName). This is the LDAP username using with the user
logs in to his FilesAnywhere account.

o Password (LDAP Password). This is the user’'s LDAP account password.

Page 254 of 727 Copyright © 2006-2022 FilesAnywhere support@filesanywhere.com



FilesAnywhere

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/LDAPAccountLogin"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<LDAPAccountLogin xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
<UserName>string</UserName>
<Password>string</Password>
</LDAPAccountLogin>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<LDAPAccountLoginResponse xmlns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</LDAPAccountLoginResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced
with actual values.

POST /fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<LDAPAccountLogin xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
<UserName>string</UserName>
<Password>string</Password>
</LDAPAccountLogin>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soapl2:Body>
<LDAPAccountLoginResponse xmlns="http://api.filesanywhere.com/">
<LoginResult>
<ErrorMessage>string</ErrorMessage>
<Token>string</Token>
<ClientEncryptedPassword>string</ClientEncryptedPassword>
</LoginResult>
</LDAPAccountLoginResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub LDAPAccountLogin ()
Dim FAWAPI As New WebReference.FAWAPI
Dim LoginResult As New WebReference.LoginResult

LoginResult = FAWAPI.LDAPAccountLogin (APIKey, EmailAddress,
Username, Password)
If LoginResult.ErrorMessage <> "" Then
Msgbox LoginResult.ErrorMessage
Else
Dim Token As String = LoginResult.Token
End If
LoginResult = Nothing
FAWAPI = Nothing
End Sub

Request Arguments

Name Data Type Required Description

APIKey String Yes A Developer API Key. The “Getting Started” section
describes how to obtain a Developer API Key

EmailAddress String Yes Email address used for Single Sign-On integration
and configured into identity provider settings for
user.

Username String Yes LDAP Username. it could be account login or

common name of LDAP server.

Password String Yes LDAP password of user
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Response

LoginResult

LoginResult Properties

Name Data Type Description

ErrorMessage String A description of the error, if any
error encountered while the
LDAPAccountLogin method was
executed. If the
LDAPAccountLogin call was
successful, the ErrorMessage is
blank.

Token String A Token ID to be used in
subsequent Pl calls

ClientEncryptedPassword String This will be always blank and
not applicable for Single Sign-
On authentication.

SSOLoginURL

This method provides you login URL of Single Sign-On interface of user, which can be
used to take the credential of user.

Syntax
SSOLoginURLResult = SSOLoginURL (APlkey, EmailAddress)

Usage

Use the SSOLoginURL call to get the Login URL and Single Sign-On type for a user,
which is used by client application to authenticate the user.

The following parameters are needed to make the SSOLoginURL call:
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o APIKey (A Developer APl Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key).

e EmailAddress (Email address used for Single Sign-On integration). This is the

email address configured in Identity provider(Active Directory, OneLogin, etc.) for
user’s identity.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced
with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/SSOLoginURL"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<SSOLoginURL xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
</SS0LoginURL>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<SSOLoginURLResponse xmlns="http://api.filesanywhere.com/">
<SSOLoginURL>
<ErrorMessage>string</ErrorMessage>
<LoginURL>string</LoginURL>
<SSOType>string</SSOType>
<ClientID>string</ClientID>
<UserName>string</UserName>
</SSOLoginURL>
</SSOLoginURLResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced
with actual values.

POST /FACORPAPI/FAWAPI.asmx HTTP/1.1

Host: dev.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<SSOLoginURL xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
</SS0LoginURL>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl?2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/soap-envelope">
<soaplZ2:Body>
<SSOLoginURLResponse xmlns="http://api.filesanywhere.com/">
<SSOLoginURL>
<ErrorMessage>string</ErrorMessage>
<LoginURL>string</LoginURL>
<SSOType>string</SSOType>
<ClientID>string</ClientID>
<UserName>string</UserName>

</SSOLoginURL>
</SSOLoginURLResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub SAMLAccountLogin ()
Dim FAWAPI As New WebReference.FAWAPI
Dim SSOLoginURLResult As New WebReference.SSOLoginURLResult

SSOLoginURLResult

= FAWAPI.SSOLoginURL (APIKey, EmailAddress)
If SSOLoginURLResult.ErrorMessage <> "" Then
Msgbox LoginResult.ErrorMessage

Else
Dim sLoginURL As String SSOLoginURLResult.LoginURL
Dim sSSOType As String SSOLoginURLResult.SSOType
Dim sClientID As String = SSOLoginURLResult.ClientID
Dim sUserName As String = SSOLoginURLResult.UserName
End If
SSOLoginURLResult = Nothing
FAWAPI = Nothing
End Sub
Request Arguments
Name Data Type Required Description
APIKey String Yes A Developer API Key. The “Getting Started” section
describes how to obtain a Developer API Key
EmailAddress String Yes Email address used for Single Sign-On integration
and configured into identity provider settings for
user.
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Response

SSOLoginURLResult

SSOLoginURLResult Properties

Name Data Type Description
ErrorMessage String A description of the error, if any
encountered while the

SSOLoginURL method was
executed. If the SSOLoginURL
call was successful, the
ErrorMessage is blank.

LoginURL String Login URL to be used for
authentication with Identity
provider of user.

SSOType String Type of Single Sign-On
configured for User. It could be
ADFS, OnelLogin, LDAP,
GoogleAuth etc.

UserName String Filesanywhere username

ClientID String ClientID of company in which
user belongs to.
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SSOLoginWebURL

This method provides you login URL of Single Sign On interface of user, which can be
used to take the credential of user on Web applications.

Syntax
SSOLoginURLResult = SSOLoginWebURL (APlkey, EmailAddress)

Usage

Use the SSOLoginWebURL call to get the Login URL and Single Sign-On type for a user,
which can be use by Web applications to authenticate the user.

The following parameters are needed to make the SSOLoginWebURL call:

e APIKey (A Developer API Key. See the “Getting Started” section above, to find
out how to obtain a Developer API Key).

o EmailAddress (Email address used for Single Sigh On integration). This is the

email address configured in Identity provider(Active Directory, OneLogin, etc.) for
user’s identity.
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SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced
with actual values.

POST /facorpapi/fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://api.filesanywhere.com/SSOLoginWebURL"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<SSOLoginWebURL xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
</SSOLoginWebURL>
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<SSOLoginWebURLResponse xmlns="http://api.filesanywhere.com/">
<SSOLoginURL>
<ErrorMessage>string</ErrorMessage>
<LoginURL>string</LoginURL>
<SSOType>string</SSOType>
</SSOLoginURL>
</SSOLoginWebURLResponse>
</soap:Body>
</soap:Envelope>
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SOAP 1.2

The following is a sample SOAP 1.2 request and response. The placeholders shown need to be replaced
with actual values.

POST /facorpapi/fawapi.asmx HTTP/1.1

Host: api.filesanywhere.com

Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<SSOLoginWebURL xmlns="http://api.filesanywhere.com/">
<APIKey>string</APIKey>
<EmailAddress>string</EmailAddress>
</SS0LoginWebURL>
</soapl?2:Body>
</soapl2:Envelope>
HTTP/1.1 200 OK
Content-Type: application/soap+xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soapl2:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://www.w3.0rg/2003/05/socap-envelope">
<soaplZ2:Body>
<SSOLoginWebURLResponse xmlns="http://api.filesanywhere.com/">
<SSOLoginURL>
<ErrorMessage>string</ErrorMessage>
<LoginURL>string</LoginURL>
<SSOType>string</SSOType>
</SSOLoginURL>
</SSOLoginWebURLResponse>
</soapl2:Body>
</soapl2:Envelope>
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Sample Visual Basic.Net Code

Private Sub SAMLAccountLogin ()

Dim FAWAPI As N